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OFFICE OF THE SECRETARY OF DEFENSE

3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE

BOARD  MEMORANDUM FOR THE UNDER SECRETARY OF DEFENSE FOR
ACQUISITION, TECHNOLOGY, AND LOGISTICS

SUBJECT: Report of the Defense Science Board 2004 Summer Study on
Transition to and from Hostilities

I am pleased to forward the final report of the Defense Science Board 2004
Summer Study on Transition to and from Hostilities. The report makes
recommendations for enhancing U.S. effectiveness across the spectrum of
activities from peacetime through stabilization and reconstruction.

The task force vision for enhancing U.S. effectiveness in the transition to
and from hostilities has two dimensions.

®  The first dimension is management discipline. The management

discipline used by the military services to plan and prepare
for combat operations must be extended to peacetime
activities, to stabilization and reconstruction operations, and
to intelligence —not only in DOD, but across the
government.

= The second dimension is building and maintaining certain

fundamental capabilities, now lacking, that are critical to success
in stabilization and reconstruction. These capabilities are
stabilization and reconstruction; strategic communication;
knowledge, understanding, and intelligence; and
identification, location, and tracking for asymmetric warfare.

I endorse all of the recommendations of the task force and encourage you
to review their report.

u@@%ﬁ, I

William Schneider, Jr.
Chairman
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3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE
BOARD

MEMORANDUM TO THE CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Report of the Defense Science Board 2004 Summer Study on
Transition to and from Hostilities

It is clear from recent experiences in Afghanistan and Iraq that the United
States will encounter significant challenges in its future stabilization and
reconstruction efforts. Successfully meeting these challenges will require
effective planning and preparations in the years before the outbreak of
hostilities, as well as employing capabilities in the period following hostilities
that are not traditional to U.S. armed forces.

Our study has highlighted the fact that stabilization and reconstruction
operations typically last for 5 to 8 years, significantly longer than typical
combat operations. Moreover, since the end of the Cold War, the United
States has begun stabilization and reconstruction operations every 18 to 24
months. That frequency, coupled with the length of these operations, means
the requirements for skilled personnel in support of these operations is
significant. Moreover while technological advances can contribute to U.S.
capabilities, we do not expect them to make a material reduction in the time
needed for stabilization and reconstruction or the requirement for in-country
manpower.

These realities had an important influence on our vision for enhancing
U.S. effectiveness across the spectrum of activities from peacetime through
stabilization and reconstruction. Our vision has two dimensions.

The first dimension is management discipline. We have great respect for the
military services” approach to management. This discipline, now focused on
combat, must be extended to peacetime activities, to stabilization and
reconstruction operations, and to intelligence —not only in DOD but across
the government. Thus, a new coordination and integration mechanism is
needed. We envision the creation of Contingency Planning and Integration Task
Forces — full-time, sustained activities, established by the President or
National Security Council, for countries where the risk of U.S. intervention is
high. The task forces would direct a robust planning process and would be
staffed by individuals, from all involved agencies, who have genuine, deep
expertise in the countries and in needed functional areas.



As part of the planning process, the regional combatant commanders need
to maintain and develop a portfolio of contingency operational campaign
plans that span peacetime, war, stabilization, and reconstruction. These plans
need to be supported by a complementary set of contingency intelligence
campaign plans, prepared by the intelligence organizations.

The second dimension is building and maintaining certain fundamental
capabilities, now lacking, that are critical to success in stabilization and
reconstruction. While management discipline is essential, it will not, in and of
itself, be effective. It must be coupled with certain fundamental capabilities
that are critical to preparing for and executing stabilization and
reconstruction operations. These capabilities include the following.

®  Stabilization and reconstruction capabilities. Stabilization and
reconstruction missions must become a core competency of both
the Departments of Defense and State. The military services
need to reshape and rebalance their forces to provide a
stabilization and reconstruction capability. Complementing
these activities, the Department of State needs to develop,
maintain, and execute a portfolio of plans and capabilities for
the civilian roles in reconstruction operations. Both departments
need substantially more resources, both people and funds, to
fulfill their proper roles.

®  Strategic communication. The United States needs a revolution in
strategic communication that is rooted in strong leadership
from the top and supported by an orchestrated blend of public
and private sector components. A unifying presidential vision
and broad bipartisan Congressional support are critical. The
President should establish a permanent organizational structure
within the National Security Council to oversee the effort. That
structure should include a Deputy National Security Advisor
for Strategic Communication, a Strategic Communication
Committee, and an independent, nonprofit, nonpartisan Center
for Strategic Communication.

®  Knowledge, understanding, and intelligence for the 215t century.
Knowledge of culture and language along with intelligence
collection that is better focused for stabilization and
reconstruction operations are critical for success in achieving
U.S. political and military objectives. A new approach is needed
that will establish systematic ways to access and coordinate the
vast amount of knowledge both within and outside DOD.
Critical elements include improving the ability of the regional
combatant commanders to access country and area expertise
that can inform planning for operations; intelligence reform that



allows analysis to drive collection and fosters a more integrated
community; and clearer requirements and enhanced resources
for the development of language skills.

" Identification, location, and tracking for asymmetric warfare.
Current U.S. intelligence, surveillance, and reconnaissance (ISR)
capabilities are inadequate for many tasks that emerge in
asymmetric warfare. More intimate, terrestrial, 21st-century ISR
is required, composed of elements like tagging, tracking, and
locating capabilities. A “Manhattan Project” of scale, intensity,
and focus is needed to ensure adequate attention and resources
are devoted to developing these capabilities.

Urgent action is called for, as the nation is likely to engage in
additional stabilization and reconstruction operations before the
recommendations in this study can be fully implemented and, as a result,
will do so unprepared. We urge greater than usual speed in implementing
the recommendations of our study. The nation’s security demands it.

G LA

Craig I Fields, Co-chair

UL G Obloen.

Philip A. Odeen, Co-chair
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U.S. military expeditions to Afghanistan and Iraq are unlikely to
be the last such excursions. America’s armed forces are extremely
capable of projecting force and achieving conventional military
victory. Yet success in achieving U.S. political goals involves not only
military success but also success in the stabilization and
reconstruction operations that follow hostilities. Furthermore,
orchestration of all instruments of U.S. power in peacetime might
obviate the need for many military excursions to achieve political
objectives; or, failing that, at least better prepare us to achieve
political objectives during stabilization and reconstruction operations.

It is clear from our recent experiences in Afghanistan and Iraq that
the United States must expect to encounter significant challenges in
its future stabilization and reconstruction efforts —efforts that seek to
ensure stability, democracy, human rights, and a productive
economy in a nation of concern. Achieving these ends will require
effective planning and preparations in the years before the outbreak
of hostilities, as well as employment, in the period following
hostilities, of capabilities that are not traditional to U.S. armed forces.

The Defense Science Board (DSB) was asked to consider the
transition to and from hostilities in order to enhance U.S.
effectiveness across this spectrum of activities from peacetime
through stabilization and reconstruction. More specifically we
considered what activities should be undertaken in peacetime with
the objective of avoiding large-scale hostilities by better orchestrating
all the instruments of U.S. power. And, failing in that aim, what
activities should be undertaken in peacetime to be more successful in
the stabilization and reconstruction operations that commonly follow
large-scale hostilities — operations critical for achieving U.S. political
goals, not “just” military goals.

We considered the period ranging from peacetime, through large-
scale hostilities, through stabilization and then reconstruction as a
continuum, with none of these activities having a clear beginning or
end. While our “inside the Beltway” perspective tends to focus on
“those in charge” —that is, the decision makers — as well as planners
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and intelligence personnel involved in transition to and from
hostilities, the fact is that most of the required human resources are
involved in combat and, even more so, in stabilization and
reconstruction. Since the end of the cold war the United States has
begun new stabilization and reconstruction operations every 18 to 24
months. Since each operation typically lasts for five to eight years,
cumulative requirements for human resources can add up to three to
five times what are needed for a single operation.

Thus, the need for skilled personnel stationed abroad in support
of stabilization and reconstruction activities is indeed significant—a
“growth industry,” and an expensive one. Active duty U.S. armed
forces cannot and should not meet all of these requirements.
Personnel from other federal agencies, reserve forces, contractors,
U.S. allies and coalition partners, and indigenous personnel can help;
but how the full requirement, especially for stabilization, can be met
with current resources and capabilities is not clear. Moreover, while
technological advances can contribute to U.S. stabilization and
reconstruction capabilities, we do not expect them to make a material
reduction in either the time needed for stabilization and
reconstruction or the requirement for in-country manpower.

Given these realities, how can the United States be more effective
in meeting the challenges of the transition to and from hostilities,
challenges which require better planning, new capabilities, and more
personnel with a wider range of skills? Our vision for enhancing U.S.
effectiveness in the transition to and from hostilities has two
dimensions.

The first dimension is management discipline. We have great respect
for the military services” approach to management—covering the full
gamut of personnel selection, training, and promotion; planning,
budgeting, and resource allocation; education, exercises, games,
modeling, and rehearsal; performance and readiness measurement;
and development of doctrine. We believe this management
discipline, now focused on combat operations, must be extended to
peacetime activities, to stabilization and reconstruction operations,
and to intelligence —not only in DOD, but across the government.
Making use of this management discipline, which has been so
effective in the employment of U.S. military capabilities, could result
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in greater confidence in the intelligence, information, knowledge, and
understanding that is needed for stabilization and reconstruction
efforts to succeed.

The second dimension is building and maintaining certain fundamental
capabilities, now lacking, that are critical to success in stabilization and
reconstruction. While management discipline is essential, it will not, in
and of itself, be effective. It must be coupled with certain
fundamental capabilities that are critical to preparing for and
executing stabilization and reconstruction operations. These
capabilities include stabilization and reconstruction capabilities;
strategic communication; knowledge, understanding, and
intelligence; and identification, location, and tracking for asymmetric
warfare. These capabilities, without the management schema, would
lack orchestration and be employed ineffectively; the management
schema without the capabilities would be impotent.

DIRECTION, PLANNING, AND OVERSIGHT

We believe a new coordination and integration mechanism is
needed to bring management discipline to the continuum of
peacetime, combat, and stabilization and reconstruction operations.
For countries where the risk of U.S. intervention is high — termed
“ripe and important” in this report — the president or National
Security Council (NSC) would direct the initiation of a robust
planning process. The elements of that process must include:

= Contingency planning and integration task forces. Full-
time activities that could continue for months or
years; staffed by individuals, from all involved
agencies, who have genuine, deep expertise in the
countries of interest and in needed functional areas.

= Joint interagency task forces. Composed of senior
government executives and military officers who
operate in the particular country or area of interest;
created to ensure coordination and integration of the
activities of all U.S. players “in-country.”

= A national center for contingency support. A federally
funded research and development center with
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country and functional expertise that would support
the contingency planning and integration task forces
and the joint interagency task forces. The center
would augment skills and expertise of the
government task forces, provide a broad range of in-
depth capability, support the planning process, and
provide the necessary continuity.

= A focal point at each regional combatant command for
stabilization and reconstruction planning and execution.
The most likely candidate is the combined/joint
forces land component commander.

The process should be codified in a presidential directive. While
this pangovernment process is put in place, DOD should move
swiftly to address its own role in that process and to strengthen its
capabilities, which in the interim would provide tremendous benefit
to the nation. In addition, DOD should actively support the
development of core competencies in planning in other departments
and agencies — principally the Department of State.

STABILIZATION AND RECONSTRUCTION CAPABILITIES

DOD and the Department of State need to make stabilization and
reconstruction (S&R) missions one of their core competencies. Success in
these missions depends upon a stronger partnership and closer working
relationship between the two departments. Moreover, both departments
need to augment their existing capabilities for stabilization and
reconstruction.

DOD has not yet embraced S&R operations as an explicit mission with
the same seriousness as combat operations. This mind-set must be changed,
insofar as S&R operations can consume resources as large as those
consumed by major combat operations, and for much longer periods
of time. Stabilization and reconstruction operations are not a lesser-
included task of a combat mission, but a separate and distinct
mission with unique requirements for equipment and training. Thus,
S&R requirements should become a major driver for the future force.
We recommend a number of actions that will help to bring the
appropriate attention to stabilization and reconstruction operations.
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® The Army should be designated as executive agent
for stabilization and reconstruction.

= S&R operational plans should be fully integrated
with combatant commander operational plans for
combat, not be treated as an annex or “afterthought”
to those plans.

® The Army and the Marine Corps should develop
modules, below the brigade level, of S&R
capabilities to facilitate task organization; and
should exercise and experiment with them to
determine where combinations of these capabilities
can enhance U.S. effectiveness in stability
operations. Though developing modules is an
important step, it will not, in and of itself, ensure
effective stabilization operations.

® The Army should accelerate its restructuring of
Army Reserve and National Guard forces with an
emphasis on modular capability for the stabilization
mission.

® Stabilization and reconstruction should become a
core competency of general purpose forces through
training, leader development, doctrine development,
and other tools DOD applies to serious missions.

— The service secretaries and Joint Chiefs of Staff
should integrate stabilization and
reconstruction operations into the services’
professional military education programs. The
service schools and joint military colleges and
universities curriculum should include
understanding of cultural, regional,
ideological, and economic concerns.
Participation by students from other agencies
and departments should be increased.

— S&R operations should also be integrated into
premier training events and exercises at every
level.

TRANSITION TO AND FROM HOSTILITIES Vii




EXECUTIVE SUMMARY

viii

— Joint Forces Command should further
develop, publish, and refine joint doctrine for
stability and reconstruction operations.

® The Director, Defense Research and Engineering
(DDR&E) and the service acquisition executives
need to set up a process for more rapid and coherent
exploitation of service and departmental science and
technology programs; in addition, investments are
needed in force-multiplying technologies such as
language translation devices and rapid training.

" “Money is ammunition” in S&R operations. DOD
needs to provide resources, and the authority,
responsibility, and accountability to disburse those
resources, in support of stability operations.

We believe the aforementioned changes are needed in DOD.
However, it is not clear that even the resources and capabilities we
envision will suffice if the nation continues to maintain the current
pace of stabilization operations. History indicates that stabilization of
societies that are relatively ordered, without ambitious goals, may
require 5 troops per 1000 indigenous people; while stabilization of
disordered societies, with ambitious goals involving lasting cultural
change, may require 20 troops per 1000 indigenous people. That
need, with the cumulative requirement to maintain human resources
for three to five overlapping stabilization operations as noted above,
presents a formidable challenge.

Furthermore, to be fully effective the United States will need to
have some of its people continuously abroad for years, so they
become familiar with the local scene and the indigenous people come
to trust them as individuals — tours of duty that we imagine to be far
longer than traditional assignments today.

A solution that may be most achievable in the near term is for
DOD to develop a modest stabilization capability that is of sufficient
size to achieve ambitious objectives in small countries, regions, or
areas, and of sufficient excellence to achieve modest objectives
elsewhere. Decisions to embark on stabilization operations —how
often, of what magnitude, and with what ambition for outcomes —
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would then be considered in light of the capability of this force. If the
force is not adequate for the strategy, it would need to be expanded.

Once military forces are able to reduce violence and establish a
secure environment in a country or region, it creates a window of
opportunity during which political and economic changes —
reconstruction — can take place, thereby allowing a society to move
from conflict to peace and democracy. The capacity to promote political
and economic reform exists in many civil agencies in the U.S. government,
in international organizations, in nongovernmental and private voluntary
organizations, and in other governments — strands that need to be integrated
based upon a common vision and coordinated strategy. The locus for this
reconstruction integration should be the Department of State. State will
need a robust capability to

= Develop, maintain, and execute a portfolio of
detailed and adaptable plans and capabilities for the
civilian roles in reconstruction operations

= Prepare, deploy, and lead the civil components of
reconstruction missions

® Incorporate international and nongovernmental
capabilities in planning and execution

The Department of State will need substantially more resources, both
people and funds, to fulfill its proper role in stabilization and reconstruction
operations. State will require access to additional funding — either
through a contingency fund or the flexibility to reprogram funding
from other sources for S&R purposes. Support for the Lugar-Biden
bill is also important, and it should be formally endorsed by the
secretary of defense.! DOD’s extensive expertise in crisis and in
deliberate planning can be used to “kick start” State’s new office of
stabilization and reconstruction. But eventually, State will require a
cadre of people —we estimate at least 250 —who have expertise in

1. Commonly referred to as the Lugar-Biden bill, The Civilian Management Reconstruction
and Stabilization Act of 2004 (S. 2127) provides for the development of an expert civilian
response capability to carry out stabilization and reconstruction activities. The bill's
proposals include a $100 million contingency fund to enable rapid response, the
establishment of an office within the Department of State to coordinate civilian resources,
a civilian Response Readiness Corps, a Response Readiness Reserve, and various
education, training, and exercise programs.
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S&R operations and who are committed to planning and preparing
for future operations, as well as conducting ongoing ones.

STRATEGIC COMMUNICATION

Strategic communication —which encompasses public affairs,
public diplomacy, international broadcasting, information operations,
and special activities —is vital to America’s national security and
foreign policy. Over the past few decades, the strategic
communication environment and requirements have changed
considerably as a result of many influences. Some of the most
important of these influences are a rise in anti-American attitudes
around the world; the use of terrorism as a framework for national
security issues; and the volatility of Islamic internal and external
struggles over values, identity, and change.

Furthermore, strategic communication is affected by changes in
the information environment — global transparency created by
satellite TV (and thus fast-breaking news) as well as a host of other
inexpensive and widely available information technologies
(cellphones, wireless handhelds, high-resolution commercial space
imaging, e-mail) and information saturation. These factors give even
greater importance to the credibility, reputation, and “brands” of
information providers, including governmental ones.

Since September 11, 2001, the United States has taken steps to
improve strategic communication; the Coalition Information Center
created in the White House, high-ranking officials devoting personal
time to advocating policies and shaping perceptions, international
broadcasting, and embedded media are examples. But these steps are
not sufficient. The U.S. government needs a strategic communication
capability that is planned and directed in the nation’s interest.
Missing today are strong leadership, strategic direction, adequate
coordination, effective research, sufficient resources, adequate
exploitation of commercial capabilities, and a culture of measurement
and evaluation. America needs a revolution in strategic communication
rooted in strong leadership from the top and supported by an orchestrated
blend of public and private sector components. These are the tenets that
underlie the following recommendations.
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A unifying presidential vision and broad bipartisan congressional
support are critical. The president should issue a directive to
strengthen the U.S. government’s ability to understand global public
opinion, to advise on the strategic communication implications of
policy making, and to communicate with global audiences;
coordinate all components of strategic communication; and provide a
foundation for new legislation on its planning, coordination, conduct,
and funding.

The president should establish a permanent organizational structure
within the National Security Council to oversee the effort. That structure
should include the following;:

= Deputy national security advisor for strategic
communication. This individual would serve as the
president’s principal advisor on all matters relating
to strategic communication.

= Strategic communication committee (SCC) within the
National Security Council. Chaired by the deputy
national security advisor for strategic
communication and with a membership drawn from
the under secretary rank, this committee should
develop an overarching strategic framework for
strategic communication including “brand identity,”
themes, messages, and budget priorities; and should
direct and coordinate interagency programs to
maintain focus, consistency, and continuity.

® Independent, nonprofit, nonpartisan center for strategic
communication. This congressionally mandated and
funded center would serve as a source of
independent, objective expertise to support the NSC
and SCC. The center should provide information
and analysis; develop and monitor the effectiveness
of themes, messages, products, and programs;
determine target audiences; subcontract to the
commercial sector for products and programs; and
foster cross-cultural exchanges of ideas, people, and
information.
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Changes are needed in the Departments of both State and Defense
to increase visibility and funding of strategic communication. Within
State, the under secretary of state for public diplomacy and public
affairs should become both policy advisor and manager for strategic
communication. One important responsibility of this office is to work
with Congress to develop needed legislation and ensure adequate
funding. In DOD, the under secretary of defense for policy should
serve as the department’s focal point for strategic communication. In
both departments, a substantial — threefold — increase in resources is
necessary to support public diplomacy and strategic communication
activities.

KNOWLEDGE, UNDERSTANDING, AND INTELLIGENCE FOR
THE 21°" CENTURY

The knowledge required to be effective in conducting stabilization
and reconstruction operations is different from the military
knowledge required to prevail during hostilities, but no less
important. Knowledge of a nation’s security interests and external
relations; armed forces; the local political scene; internal social,
cultural, and economic conditions; security; and social and economic
well-being are as important to stability operations as the knowledge
of the enemy order of battle is during hostilities. We need to treat
learning knowledge of culture and developing language skills as
seriously as we treat learning combat skills: both are needed for
success in achieving U.S. political and military objectives.

But collecting, compiling, and sustaining cultural knowledge of
this sort, as well as developing linguistic competency in a wide array
of languages, requires an effort and attention span that is far longer
than the short-term focus that is typical of those who use and collect
information and intelligence today. The collection, analysis, and
integration must be conducted far in advance of DOD’s need. Much
of the information is unclassified and available from open, albeit
sometimes obscure, sources. A new approach is needed that will
establish systematic ways to access and coordinate the vast amount of
knowledge available both within and outside DOD. Our principal
recommendations for developing such an approach follow.
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The combatant commanders urgently need to develop intelligence plans
as a required element of their adaptive planning process. These plans must
be realistic plans for satisfying information needs for peacetime,
combat, and stabilization and reconstruction (including support to
other departments and agencies) and should be built using the same
kind of tools useful for traditional preconflict and conflict planning.
The plans should be tested and evaluated for readiness through red
teaming, exercises, and games. The development of these
“intelligence campaign plans” will provide a disciplined process for
planners and operators to specify what knowledge they need to
achieve their objectives, and for their intelligence organizations to
assess whether they possess or can provide that knowledge.

There is a considerable body of country and area expertise that could
be available to DOD and the regional combatant commanders to
assist in planning for operations. The previously recommended
national center for contingency support can play an important role in
accessing the information and coordinating its availability. In
addition, we also recommend the following:

= The Office of the Secretary of Defense (OSD) provide
resources to the regional combatant commanders to
establish offices for regional expertise outreach —to
support country and regional planning and
operations, to provide continuity, identify experts,
and build relationships with outside experts and
organizations.

® To increase the number of competent area experts,
the Office of the Under Secretary of Defense for
Personnel and Readiness (OUSD [P&R]) lead a
process to set requirements and develop career
paths for foreign area officers and a new cadre of
enlisted area specialists, a process based on a more
formal, structured definition of requirements by the
combatant commanders. The Army’s Foreign Area
Officer program provides a good model.

® The military services improve the regional and
cultural studies curricula in the joint professional
military education system as well as in online
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regional and cultural self-study instruction, in order
to broaden cultural knowledge and awareness.

Intelligence reform is essential, but the focus of this reform must shift
from rearranging organizational boxes to the substantive problems that need
attention. In general, the intelligence community should organize and
integrate its analytic resources around problems —national and
tactical, domestic and foreign —with analysis driving collection. The
community must begin to operate more as an integrated community
rather than a set of independent disciplines, with a community-wide
vision for recruiting, hiring, and training. Some of the specific actions
needed include the following:

= Create a human resource coordination office
charged with the responsibility to develop a
comprehensive, enterprise-wide human resource
strategy for planning, management, and deployment
of personnel —a strategy that will serve as the basis
for optimizing the allocation of resources against
critical problems

= Adopt a new counterintelligence and security
paradigm that puts the analyst in the role of
determining the balance between need-to-share and
need-to-know —a paradigm that will enable the
community to enlarge its “circle of trust” from
which to draw information and skills

® Improve the integration between networks and data
architectures across the intelligence community to
facilitate robust enterprise-wide collaboration

® Harmonize special operations forces, covert action,
and intelligence —a task that is essential for success
in asymmetric warfare; and ensure that sufficient
capabilities in these specialized areas are developed

" Accelerate the Defense Human Intelligence
(HUMINT) reinvention and ensure that there are
enough personnel assigned in countries ripe and
important and sustained for a sufficient number of
years in advance of the nation’s need
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Language skills are a key enabler of country and area knowledge. Today,
DOD lacks sufficient personnel with the languages and skills that are
required for countries ripe and important. A language transformation
team is examining this concern, has identified problems with the
overall program, and is developing a transformation roadmap. This
team is doing good work, but without specific tasking and firm
oversight, it is unlikely that the initiatives being identified will be
successfully executed or resourced. We believe that metrics, such as
those described below, are needed to track execution, assess progress
and status, and determine future needs.

= OSD direct the establishment of specific language
and regional specialist requirements across DOD,
involving the combatant commanders, the military
services, and Joint Forces Command; and resource
these requirements in annual budget submissions.

® Include attainment of language requirements in
service and joint readiness reporting systems

= Develop a more comprehensive system —a language
readiness index —for identifying, testing, tracking,
and accessing personnel with language skills

Finally, open sources of information can provide much of the
information needed to support peacetime needs and stabilization and
reconstruction. Open source information can be used to develop a
broad range of products needed for stabilization and reconstruction
operations —such as genealogical trees, electricity generation and
grids, cultural materials in support of strategic communication plans,
and background information for noncombatant evacuation
operations. To establish and sustain a robust and coherent open
source program, the under secretary of defense for intelligence
should appoint the Defense Intelligence Agency as executive agent.
In addition, the enterprise-wide data architecture for the intelligence
community needs to be designed to support and exploit linkages
provided by open source information.
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IDENTIFICATION, LOCATION, AND TRACKING IN
ASYMMETRIC WARFARE

U.S. military forces currently have a superb capability for finding
and tracking conventional war targets, such as weapons and military
facilities. However, these intelligence assets are not well suited for
finding, identifying, and tracking unconventional war targets, such as
individuals and insurgent or terrorist groups that operate by
blending in with the local population. The challenges associated with
tracking unconventional targets are dramatically different from those
faced in conventional warfare, where relatively few civilians are
intermixed with enemy forces and military forces employ distinctive
uniforms, transport systems, and combat equipment.

Unconventional targets of interest include people, things, and
activities that are broad in scope and diversity. The basic approach to
identifying, locating, and tracking such targets must be expansive in
terms of capturing intelligence and developing databases. By casting
a large net, it should be possible, through analysis systems, to detect
trends and patterns in otherwise disparate data. A variety of
available and emerging technologies can be brought to bear to
identify objects or people of interest from surveillance data and to
verify a specific individual’s identification. Available or emerging
technologies include biometrics, tags, object recognition, and
identification tokens. However, further development of sensors and
databases is needed to overcome the shortcomings of conventional
intelligence, surveillance, and reconnaissance systems.

We believe an integrated, coherent approach is required in order
to develop identification, tagging, tracking, and locating (ID/TTL)
capabilities that will give U.S. military forces the same advantage
finding targets in asymmetric warfare that it has in conventional
warfare. Although much good work is going on todayi, it is disjointed
across disconnected activities, organizations, and interests. What is
needed is a discipline —not “just” a set of excellent programs —
focused on the overall ID/TTL challenge.

We recommend that the secretary of defense, along with the new head of
the intelligence community, establish a “Manhattan Project”-like program
for ID/TTL. We believe the establishment of such a program will
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involve creating a new organization that will provide an overall
technical approach; the systems and technology to implement the
approach; the analysis techniques that will turn sensor data into
useful ID/TTL information; the field operations that will employ,
utilize, and support the hardware and software that will be
produced; and feedback to DOD leadership on the impact of related
policy decisions and directives on the creation of a robust ID/TTL
capability.

FINAL THOUGHTS

Several leitmotifs have pervaded our study:

= Certain critical capabilities require preparation years
in advance — the United States cannot succeed at the
last minute.

= (Coordination, the traditional interagency currency
in the government, is necessary but insufficient for
effective orchestration and success.

= Shortchanging fundamental capabilities and
preparation actually raises costs —significantly.

= Continuous, vigilant attention and action is the best
way to be poised to face global surprise.

Urgent action is called for. If the U.S. government were to
implement the recommendations of this study over the next five
years, it would have done so in a remarkably short period of time.
Yet, during that same period, the nation could engage in two or three
new stabilization commitments —as has been the pace since the end
of the cold war—and would do so unprepared. Many of the
recommendations put forth in this study can be implemented now.
The sooner the government departments and agencies start on long-
lead items, the sooner the nation will be ready. We urge greater than
usual speed in implementing the recommendations of our study. The
nation’s security demands it.
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CHAPTER 1. INTRODUCTION

l. Introduction

After Afghanistan, after Iraq, how can we better
prepare in peacetime:

e toavoid large-scale hostilities?

e for stabilization and reconstruction, should
hostilities occur?

e to achieve both our political and military
goals?

Every year the Defense Science Board (DSB), a senior advisory
body for the secretary of defense, undertakes a few large-scale
studies, often referred to as the summer studies, on matters of
national importance.

This year, we conducted just one summer study. In light of the
actions underway in Afghanistan and Iraq, we were asked to
consider the U.S. involvement in transition to and from hostilities.?

More specifically, we considered what activities should be
undertaken in peacetime with the objective of avoiding large-scale
hostilities by better orchestrating all the instruments of U.S. power.
And, failing that avoidance, what activities should be undertaken in
peacetime so as to be more successful in the stabilization and

2. Appendix A contains the complete terms of reference for the DSB 2004 summer study.
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reconstruction operations that commonly follow large-scale
hostilities — operations critical for achieving U.S. political goals, not
“just” military goals.

This study has not been a “lessons learned” review of past
activities, such as intelligence activities preceding September 11, 2001;
U.S. operations in Afghanistan or Iraq; the losing track of key
individuals like Osama bin Laden or, for a while, Saddam Hussein; or
the mystery of Iraqi weapons of mass destruction. There have been a
number of such studies, and we saw little reason to repeat their
efforts; however, they have informed our study.

We have not focused on improving U.S. combat capabilities or
force structure: our perception is that we overmatch most military
opponents we are likely to face. And while there is always room for
improvement, the United States” military capabilities are not the
limiting factor in achieving its political goals.

While greater success in addressing failed and failing states,
through superior preparation and capabilities both in peacetime and
for stabilization and reconstruction operations, will doubtless impede
terrorism, this has not been a study on counterterrorism. Such a study
would need to address important topics outside our scope, such as
domestic law enforcement and homeland security in general.

Finally, we did not consider the doctrine of preemption, with the
concomitant need for exquisite intelligence. In light of the potential
dangers of weapons of mass destruction (WMD) and the difficulty of
attributing a WMD attack, particularly given enemies who cannot be
easily identified or located so as to be deterred, we understand why
this doctrine would become a matter of national focus.
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Study Organization
Senior Advisors ) " )
Dr. Joe Markowitz Co-Chairs Executive Secretaries
Dr. Ted Gold Dr. Craig Fields Dr. Jerry McGinn, OUSD (P)
Dr. George Heilmeier Mr. Phil Odeen Mr. RC Porter, OUSD (1)
Mr. Larry Lynn
Gen Jim McCarthy, USAF (Ret)

USN (Ret)

. Tagging
Historical i
Perspective Intelligence anq C Strate.glct.
Dr. Wick Murray Hon. Art Money Tracking s
o Bill Lo Dr. Delores Etter Mr. Vince Vitto
y Mr. Jeff Harris
f Country/_Area Post-Conflict
Expert}se ) Activities
ADM Dennis Blair, Gen Mike Williams,
USN (Ret) USMC (Ret)
RADM Steven Smith, . Mr. Larry Wright

Our study has been organized in the six panels shown in the
figure above. The timeliness and potency of the summer study
assignment attracted the pro bono attention and efforts of a large,
outstanding, and au courant cadre of executives, who collectively had
over a millennium of recent senior-level government experience.?

Further, a number of senior administration officials took part in
the study as integral participants, officials from not only the
Department of Defense but also the Department of State, Department
of Homeland Security, Federal Bureau of Investigation, and the

intelligence community.

3. Appendix B contains the task force membership.
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Focus Should be on the More Likely
and the More Important

e Humanitarian missions e Support threatened allied regimes
* Promote democracy * Remove hostile regimes
» Attack the drug trade » Attack terrorism strongholds

* Collapse of failing states

« Intervene in Middle East conflict
 Intervene in southeast Asia
* Reemergence of nuclear threat

LIKELIHOOD
_ OF DEPLOYMENT .
Less likely OF U.S. FORCES More likely

Less important STRATEGIC IMPORTANCE More important
OF CONFLICT

Although the guidance for our study did not focus on any one
particular possible future conflict, we thought it important to
consider a range of specific possible future conflicts, to focus our
thinking, keep us honest, and serve as a “sanity check” or ”“litmus
test” for our findings and recommendations. However, we
appreciated that future world events and conflicts may be a surprise,
and so our recommendations are aimed at broad capabilities, not at
specific scenarios.

We organized our projections of future conflicts along two
dimensions: the likelihood of deploying U.S. forces and the strategic
importance of the conflict to the United States. With regard to
probability, we are not saying that any individual example is "likely”
over the next 5 or 10 years, but rather that at least some of the
examples are “likely” to occur over that time scale. If a large number
of American lives might be lost, we deemed the potential conflict
“important,” while acknowledging other compelling rationales for
ascribing significance, such as the vulnerability of U.S. allies.
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While this study has not been exclusively focused on militant
Islam —which we distinguish from fundamentalist Islam —a number
of potential future conflicts may involve militant Muslim factions. In
many instances, Islamic militants consider attacks on America to be
intrinsically intertwined with their more local goals, such as
destroying existing regimes or forcing Western “infidels” from
Islamic lands.

In considering this simplistic organization of potential future
conflicts, our judgment has been that we are better poised —
particularly in intelligence terms —for conflicts that may be likely but
less important and for conflicts that may be important but less likely
than we are for conflicts that are both likely and important.
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Achieving political objectives, not “just” military
objectives, depends on preparation years in advance and
stabilization*/reconstruction years after open hostilities

Number of our
people “in country”

H
o i Large-Scale
eacetime Hostilities
1
| . ~
! | ‘
Year 1 > 3 4 5 6 7 8 9 10

*Stabilization: The period following cessation of high-intensity conflict wherein violence is the decisive factor
in daily life and indigenous capabilities, e.g., law enforcement, are unable to achieve security and stability.

We considered the period ranging from peacetime, through large-
scale hostilities, through stabilization, and then reconstruction
operations as a continuum. Preparations and actions in peacetime
might avert large-scale hostilities; and, failing that, preparations in
peacetime are the critical determinants of not only U.S. military
success in large-scale hostilities — success which is likely —but also its
success in stabilization and reconstruction. Without success in the
aftermath of large-scale hostilities the United States will not achieve
its political goals — the reason for going to war in the first place; and
success in the aftermath follows from success in preparation before
hostilities.

aa

While we refer to “peacetime,” “hostilities,” “stabilization,” and
“reconstruction,” it is worth emphasizing that none of these concepts
has a precise definition, and none of these activities has a clear
beginning or end.

Although the topic of our summer study explicitly refers to
hostilities, many of the same challenges discussed here will arise in
circumstances wherein there are no large-scale hostilities, such as the
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collapse of a failing state, and the United States is called upon to
engage in stabilization and reconstruction operations.

Note that we believe that more people are needed in-theater for
stabilization and reconstruction operations than for combat
operations.
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Why is the Combat Phase Relatively More Successful
Than the Stabilization and Reconstruction Phase?

* The U.S. military management discipline for combat—based on
jointness and clarity of command—has not been embraced
- By the organs of government to achieve political objectives by peaceful means
- By the intelligence community
- For stabilization and reconstruction

< “Unity of command” is easier to achieve during the combat
phase because other phases involve multiple missions of
multiple departments and agencies

* We have learned to provide adequate resources for “as long as
it takes” for combat, but we often don’t provide adequate
resources for a sufficient period for stabilization and
reconstruction

The United States is typically more confident and competent in
combat operations than in stabilization and reconstruction
operations. We believe there are particular reasons for this outcome.

The U.S. military services have an approach to executive
management that has evolved over decades, covering the full gamut
of personnel selection and promotion; training, education, exercises,
games, modeling and simulation; planning; budgeting and resource
allocation; performance and readiness measurement; development of
doctrine; and so on. This formidable management capability is
currently focused on combat operations, not on intelligence activities,
on stabilization and reconstruction activities, or on peacetime
initiatives across the government.

Further, the military services have and embrace a tradition of
“someone in charge” during combat operations. That clarity of lines
of responsibility, authority, and accountability that is indispensable
for success in combat operations, has not yet been achieved in
stabilization and reconstruction operations.
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Finally, the military services have learned —sometimes through
bitter experience — that shortchanging combat capability is much
more expensive than providing the needed resources in the first
place. However, this lesson has yet to be learned in the context of
stabilization and reconstruction operations.
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Potential Adversaries Have Learned

* Peacetime: Discourage coalition of nations
- Manipulate media—international and United States
- Harness anti-U.S. attitudes in the UN
- Leverage economic relationships
- Leverage sympathetic elements of diaspora and of “opposition” politicians

e« Combat: Conserve assets for post-U.S. departure

e Stabilization: Hasten declared victory and departure

- Employ a stealthy defense using civilian infrastructure

- Use insurgency tactics against the United States and its partners

- Attack U.S. logistics; re-supply locally and globally

- Bring the fight to middle America, CONUS bases

- Manipulate the media with riots, demonstrations, staged U.S. atrocities

- Take advantage quickly of any power vacuums—looting, extortion, and other
crime

- Divide international coalitions by political appeals, hostage taking, media
manipulation

Just as the United States has been taught, and we hope has
learned, lessons from its experiences to date in Afghanistan, Iraq, and
earlier instances involving stabilization and reconstruction, it should
assume that potential future adversaries have also been taught and
have learned lessons.

We received reports from the intelligence community regarding
the lessons that may have been learned by potential future
adversaries, both large and small.# While the United States cannot
have limitless confidence that states will do what they say, a pattern
emerged.

Many of the nation’s potential future adversaries would probably
not face U.S. military forces in direct combat, but instead would
prefer to delay and avoid confrontation as long as possible. If
confrontation were unavoidable, these adversaries would likely
conserve and husband their military resources —equipment,

4. A complete list of the presentations received by the task force can be found in appendix
C.
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installations, materiel, and personnel — for the time after the United
States departed, declaring victory, so as to then be prepared and
equipped to again pursue their foreign and domestic policies, which
might include preying on their neighbors or even on segments of
their own population.

During the cold war, U.S. nuclear forces served as a strategic
deterrent. During the first half of the 215t century, large-scale
conventional forces may, as well, serve as a strategic deterrent —with
operations conducted by special forces and by stabilization and
reconstruction forces. While it is too soon to be firm in this
conclusion, it has implications for force structure, acquisition and
inventory policy, and much more.
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Choosing Achievable, Prioritized Objectives

Economics &
Governance Reconstruction

N Capitalism
econciliatio - Free market
ruth commissiol economy

econstructio
Factories, etc
Essential
Services
lectric, water, €

pDemocracy
Fair elections

Rule of La
- Public order

SECURITY

Military for Stability
Police for Public Safety

It has become a truism that providing safety, security, and
stability is a prerequisite for reconstruction and for achieving U.S.
political goals. When daily life in a country is largely shaped by
violence of a magnitude that cannot be managed by indigenous
police and security forces, progress is difficult.

While that is true, it does not follow that reconstruction activities
cannot and should not begin until safety has been achieved. In fact,
many elements of reconstruction are necessary precursors to
achieving stabilization, elements such as providing essential public
services, providing sufficient jobs to instill a sense of well-being and
self-worth, and so on. Stabilization operations and reconstruction
operations are intrinsically intertwined.

Choosing the priority and sequence of U.S. objectives,
acknowledging that not everything is equally important or urgent,
and noting that in other cultures certain social and attitudinal change
may take decades, all require explicit management decision making
and planning in the years before stabilization and reconstruction
operations might be undertaken in a region. We cannot “have it all”
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or at least not all at once, all immediately, or all at an affordable cost.
Providing a management approach for defining the sequencing,
priority, and achievability of U.S. objectives has been an integral part
of this study, and will be presented in the chapters of this report that
follow.
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Magnitude of the Challenge

DECISION MAKERS
PLANNERS
INTELLIGENCE

COMBAT

Human Resources
(# of people)

STABILIZATION AND
RECONSTRUCTION

Time

“Inside the Beltway,” there is a natural tendency to focus on the
decision makers —“who’s in charge?” —and the planners and
intelligence personnel involved in the transition to and from
hostilities or to and from stabilization and reconstruction. This
perspective loses sight of the fact that most of the human resources
required for such transitions will be directly involved in combat and,
by a large margin, even more so in stabilization and reconstruction.

In fact, if, as has been the case since the end of the cold war, the
United States becomes involved in a new and additional stabilization
and reconstruction operation every two years, and if, as history has
shown, it typically takes five to eight years to disengage from a
stabilization and reconstruction activity —and sometimes longer —
there is an accumulating need for skilled personnel stationed abroad:
stabilization and reconstruction is a “growth industry.”

Fortunately, with some reasonable assumptions, that growth does
not continue to infinite proportions; but it does grow to require three
to five times more personnel than does a single stabilization and
reconstruction operation. It’s expensive.
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We have asked whether all of those hundreds of thousands of
required skilled people need to be active duty forces. The reserve
forces are a source of manpower, but it is difficult to ask individuals
with civilian careers to engage, on short notice, in stabilization and
reconstruction operations somewhere around the world for perhaps
five to eight years, with no specific end date; and if foreign tours are
short with frequent rotation, U.S. personnel abroad will always be
inexperienced.

Contractors can also provide personnel, but while there seems to
be a continuing need for stabilization and reconstruction, it is an
unpredictable need, and it is difficult to keep hundreds of thousands
of skilled personnel on a private sector payroll ”on contingency” —or,
if they are engaged in commercial work, to free them on short notice
for national security assignments.

The United Nations (UN), the United States” allies, and its
coalition partners can play a role. But there will always be
uncertainty, no matter how close the relationship, regarding whether
allies and partners are aligned with U.S. foreign policy objectives. In
light of national sovereignty, will they actually be available when the
nation needs them? Further, building and sustaining stabilization and
reconstruction capability is expensive not only during deployment
but also for exercises, training, education, and mission rehearsal in
peacetime: the United States is prepared to spend considerably more
on national security affairs than are other countries.

The indigenous capabilities of countries play an essential role:
after all, the United States will eventually end stabilization and
reconstruction operations in a country and would prefer to do so as
swiftly as is prudent. It may be difficult, however, to greatly speed
the stand-up of indigenous capabilities. Inevitably insurgents have an
arsenal of techniques available to delay or complicate the handover.
For example, the United States might provide superior force
protection for its own personnel; but it is not practical to protect all
the indigenous personnel and their families, and thus they may be
vulnerable to attacks from insurgents. Furthermore, in many places
indigenous forces have traditions that are not respectful of rule of
law, of human rights, or of other American values. The United States
will not want to support indigenous forces, in the course of
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stabilization and reconstruction, which subjugate the people, and
changing culture takes a long time.

These issues taken together present a conundrum that is discussed
further in this report; but in preview we have not found a perfect
solution.
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Implications for Force Structure

e The force sizing construct used since World War i
needs to be changed

- A smaller force may be needed to defeat opponents than that needed for
stabilization and reconstruction (S&R) operations

- Technology has not had the same leverage in stabilization and
reconstruction that it has in conflict

- Warfighting transformation is not likely to save manpower needed for
stabilization and reconstruction

 The implication for force structure is significant

- Tomorrow’s force (active and reserve components) needs a much
stronger set of capabilities directed toward stabilization and
reconstruction, particularly knowledge of culture

Some have believed, or hoped, that the technological and
conceptual advances underlying so-called military transformation
can reduce the time and personnel needed for stabilization and
reconstruction. After all, the nation has experienced spectacular
advances in the effectiveness and efficiency of its combat capabilities.

Unfortunately, we do not find that is the case. The DSB reviewed
many excellent technology programs, each of which contributes to
U.S. stabilization and reconstruction capabilities. Taken together,
however, we see and anticipate no material diminution in either the
time needed for stabilization and reconstruction or the requirements
for in-country manpower.

This conclusion is not meant to suggest that new technologies
should not be pursued, as, for example, better force protection for
U.S. troops is essential; but these new technologies will not solve the
fundamental conundrum.
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What Does it Cost to Win the Peace?

200 ~

Cost of
combined Major Combat Ops
A aonid Southwest Asi
28 150 4 combat ops H Sol st Asia
Lg) 3 u Somalia \
° .e
] i Ham» \ \
c < 100 | H Bosnia Current
= B Kosovo | incremental cost
5% >S&R Afghanistan in Irag/Afghanistan: $5.7
£q Cost billion/month
[a ] mlraq [~
8= 50 e
o=
= /
Cost of Major Wars
(billions of FY 2004 dollars)
04
Fiscal Years 1991-2004 Korea $416
Vietnam 585
Source: DOD Comptroller and Congressional Research Service Persian Gulf 84

Note: Incremental Costs are defined as costs to DOD in excess of normal
peacetime operating expenses.

Are DOD investments in stabilization and peacekeeping capabilities adequate?

Our concern about the cost of stabilization and reconstruction
operations is supported by the U.S. experience since the end of the
cold war. Taken together, the United States has spent much more on
stabilization and reconstruction than on large-scale combat. Some
people feel that Afghanistan and Iraq are “special cases” that should
be separated from the rest of the data—a conclusion that the DSB
does not accept. But even if they are not included, the nation has still
spent as much on stabilization and reconstruction as on all combat
operations over the past decade and a half.

In presenting this observation, it is important to remember that
the DOD cost-accounting system is imperfect, and that it is not
always easy to tell when combat ends and stabilization and
reconstruction begin. Regardless, the overall pattern is clear, and
consistent with our perception of the cost of achieving stated U.S.
foreign policy political objectives.

5. Additional cost data, supporting the figure above, and data sources are included in
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appendix D.
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Patterns of Post-Conflict Operations

Keys to Planning and Execution

Realistic, long-term objectives set

Understanding of the cultural and
historical context

Provide sufficient military forces for
post-conflict ops

Seamless transition between combat
and stability operations

Understanding the need for post-
conflict security

Understanding conditions of post-
conflict ops (chaos)

Open, integrated planning process

Senior officials involved in post-
conflict planning

Sufficient resources for effective
planning

Central agency for post-conflict
operations

-Failure -Success Dlncomple!e

The historical perspective panel of this task force did a thorough
job analyzing many of the most prominent stabilization and
reconstruction activities undertaken over the last two millennia. The
main body of their results will be a new and unique book on the
topic.6

While it is possible, and in fact irresistible, to argue about whether
planning and execution were well handled or poorly handled in
individual situations, a compelling message from history is that
lessons taught are not necessarily the same as lessons learned. The
above chart presents the success —or lack thereof — of key planning
and execution elements in a variety of historical case studies dealing
with stabilization and reconstruction operations. Gray represents
success; black failure. White indicates gaps in the historical record.
The pattern suggests a less than impressive record — one that has not
improved with time and historical experience. It is apparent that
“lessons taught” are not necessarily “lessons learned.”

6. A paper summarizing the findings of the historical perspectives panel will also be
included in Volume 2 of this report (forthcoming).
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Two modern examples, however, do stand out: stabilization and
reconstruction operations in Germany following World War II and in
Panama following Operation JUST CAUSE.

In the case of the former, U.S. and British policy makers kept the
precedent of Germany’s behavior after the First World War firmly in
mind. Thus, planning for stabilization and reconstruction operations
began at least two years before the war ended. Within this
framework, the policy of “unconditional surrender” made good
sense. This time defeat would be brought directly to the doorstep of
the German people. Postwar plans aimed at ensuring that the
German economy would be integrated into the wider European
economy.

Operation JUST CAUSE, the American invasion of Panama in
1989, provides an illustrative example of how not to approach
stabilization and reconstruction operations. Virtually every aspect of
reestablishing a coherent Panamanian government was bungled. The
fact that this operation occurred fourteen years before Operation
IRAQI FREEDOM is not an encouraging sign of the U.S. ability to
learn even from the recent past.

One overarching lesson from history is that the quality, quantity,
and kind of preparation in peacetime determines — before it even
starts — success in stabilization and reconstruction. If an operation
starts badly, it is difficult to recover.
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Just Cause Post-Operation Assessments

“I did not even spend five minutes on Blind Logic during my briefing as the incoming CINC
in August. We put together the campaign plan for Just Cause and probably did not spend

enough time on the restoration.”
General Max Thurman, SOUTHCOM CINC

“Itis a deficiency of a tightly held plan that it does not get discussed in the governmental
apparatus. This is where the post-conflict problem for Panama originated.”
General Max Thurman

“...one of the lessons is that we have not been good at implementing the post-conflict
termination phase. We do not teach it in our school system or include it in our doctrinal
work.” General Max Thurman

“A great warfighting plan but insufficient attention to post-conflict strategy.”
General Carl Stiner, Commander, XVIII Airborne Corps

“We had no requirements to consider post-conflict operations and no desire to work with
other government agencies.”

General William Hartzog, XVIII Airborne Corps J-3

These quotes from senior military leaders integral to U.S.
operations in Panama a decade ago are telling. One of our most
senior retired military participants in this study was centrally
involved in Panama, and he told us that he did not even know there
was a stabilization and reconstruction plan for Panama —a plan
called Blind Logic —until his participation in this study.
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Current DOD and U.S. Government Initiatives

* Revision to April 2003 Security Cooperation Guidance

» Update to Quadrennial Defense Review 2001 Defense Strategy

* March 2004 Strategic Planning Guidance includes stabilization

* Revision of 2002 Contingency Planning Guidance includes stabilization
e Army Campaign Plan for modularity, stabilization

* Global Peace Operations Initiative

» Office of the Coordinator for Reconstruction and Stabilization

» Security, Transition, And Reconstruction Operations Joint Operating Concept
» Horizontal integration of intelligence

* Intelligence campaign planning

» Defense human intelligence (HUMINT) reform

» Defense language transformation

* New concept for persistent surveillance

* National Defense Education Act language provision

Not only have there been myriad studies following from U.S.
military expeditions in Afghanistan and Iraq, there are myriad
government initiatives and programs reflecting lessons learned, not
only taught. We applaud these efforts. Our recommendations are
intended as additions to, not substitutions for, the excellent work
underway.
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Vision
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Peacetime Hostilities  Stabilization and Reconstruction
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* Combat * Plan : :

« Stabilization « Exercise Reconstruction

* Reconstruction ¢ Red Team

« Special operations
« Covert action
 Counter-insurgency

« Special operations
« Covert action
« Counter-insurgency

Intelligence, information, knowledge, understanding

Strategic
Communication

Strategic
Communication

We have the greatest respect for the management discipline that
has evolved in the military services. That management discipline —
including personnel selection, training, and promotion; planning,
budgeting, and resource allocation; exercising, simulation, modeling,
gaming, and rehearsal; red teaming, readiness measurement, and
performance evaluation—is unique in the federal government. We
would like to see that management discipline, now focused on
combat, extended to peacetime activities, to stabilization and
reconstruction operations, and to intelligence —not only in DOD, but
across the government.

Employing that management discipline will lead to significantly
greater effectiveness in employing capabilities such as special
operations, covert action, counterinsurgency, and strategic
communication, like media, in peacetime; as well as to vast
improvement in stabilization and reconstruction operations should
such eventuate.

Employing that management discipline will define the realistic
costs and time scale for accomplishing U.S. political objectives, not
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just military objectives, and thus better inform the nation’s leaders as
they consider political alternatives. Employing that management
discipline will clarify and highlight whether U.S. objectives can be
achieved, as well as the priority and sequencing that makes sense.

Employing that management discipline will also lead to greater
confidence that the intelligence, information, knowledge, and
understanding that is needed to succeed will actually be available
when it is needed — or highlight if it will not —and with the accuracy
and precision that is demanded for making not only military
decisions but also political decisions.

While we believe that such a management schema is essential, it
will not, in and of itself, be effective insofar as the nation lacks in
certain fundamental capabilities that are critical to preparing for and
executing stabilization and reconstruction operations. These
capabilities include

= Stabilization and reconstruction capabilities
® Strategic communication

® Knowledge, understanding, and intelligence relating
to stabilization and reconstruction

= Identification, location, and tracking for asymmetric
warfare

We did not think that any one of these capabilities was of such
low priority it should be dropped from our study, nor did we
identify a fifth capability of sufficiently high priority that we thought
it should be added to our study. These capabilities, without the
management schema, would be without orchestration and
ineffectively employed; the management schema without the
capabilities would be impotent.
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The Vision: Some Questions

 How can we make our foreign policy affordable?

- Stabilization and reconstruction is expensive, but the alternative is
more expensive.

- How can we engender public support for an adequate military
capability?

- How can we better balance our combat capability and an adequate
stabilization capability?

- How can we engage the UN and/or allies in stabilization, but not be
dependent?

- How can we pay for intelligence “readiness” around the globe?

Addressing the issues central to this study has surfaced a number
of fundamental, and difficult, questions that the nation must address.
Some of these questions are about affordability of stated and
apparent U.S. foreign policy. The United States is a wealthy nation
that can probably afford to do what it wants to do in realizing its
foreign policy goals; but, it has to also ask if it has the will to make
the investment.
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The Vision: Some Questions (cont.)

* How can we reconcile our national character and culture with
our foreign policy?

- We will need the patience and persistence to rebuild our global reputation; it
will take a decade to change our “brand” in the Muslim world.

- How can we maintain the attention span to be au courant about myriad peoples
and places that may never become ripe and important?

- If we deploy intelligence capability to find individuals and things during crises,
how can we be prepared for embarrassment when caught in peacetime?

- How can our organs of government work cooperatively when U.S. national
security is not under imminent threat?

- How can the civilian agencies of government embrace management discipline?
How can the Intelligence Community (IC)?

- If careful planning shows that we cannot achieve our goals, or the cost is too
high, would we continue to carefully plan?

The study raised other questions that focus on national culture
and character. The United States is unexcelled in unity of purpose in
responding to emergencies and crises and, in doing so, is largely both
principled and charitable. However, the nation is not known for its
patience, persistence, and internal conformity; all qualities that may
be needed in abundance for achieving some of its foreign policy
political — not military — objectives.

The rest of this report describes, in further detail, the vision of the
study. Chapter 2 proposes a pangovernment management schema
that basically extends the aforementioned military service’s
management discipline from combat to peacetime activities,
stabilization and reconstruction, and intelligence. Chapters 3 through
6 describe and recommend four capabilities that we think are most
critical in support of the management schema. The final chapter
summarizes our key recommendations.
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CHAPTER 2. DIRECTION, PLANNING, AND OVERSIGHT

Coordination Mechanism

Priority countries
Sustained focus
Peace, war, stabilization,
reconstruction

Ney N
" l President

National Security
Planning Directive |
l National Security Council

l Contingency Planning and Integration Task Forces

Realistic objectives
Strategic plans

Representatives from
DOS DOD DCI NSC DOJ | Strategic | Other
SICRS! : ® [ Comm Country and
o H S&R experts
........ o Nati_onal Center for
OSDEY IS 5 ‘."[ g Contingency Support
o 7 (FFRDC)
Regional | " é -
Combatant Intelligence Community Center for $traFeg|c Country gnd
Commander Support Communication S&R functional
operators

The figure above presents an overview of the coordination and
planning mechanism that we recommend. For countries where U.S.
interests are very important and the risk of U.S. intervention is high
(termed here as “ripe and important”), the president or National
Security Council (NSC) would direct the initiation of a robust
planning process — to resolve issues without use of military forces, or,
if the United States intervenes, for the stabilization and
reconstruction (S&R) period. Two key elements of this process are

= Contingency planning and integration task forces. Full-
time task forces that could continue for months or
years — with staffs composed of individuals having
genuine and deep expertise in the country and
working full time to avert or handle a crisis.
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— Task force membership would include
representation from all involved agencies:
DOD plus relevant civil agencies and
departments.

— The task force would develop realistic
objectives and strategic plans which would be
exercised, tested, and red teamed; and which
would be supported by more detailed
“component” plans, e.g., as prepared by the
regional combatant commanders on behalf of
DOD. Stabilization and reconstruction plans
must be tightly integrated with operational
plans for combat.

— The strategic plans and the detailed
component plans will require, in turn, the
support of intelligence, information,
knowledge, and understanding. To that end
the intelligence community would be
responsible for composing and executing
realistic supporting intelligence campaign
plans.

= A national center for contingency support (NCCS). A
federally funded research and development center
(FFRDC), with various country and functional
expertise, to support the contingency planning task
forces.

While there may be inevitable delay before this management
schema is in operation on a pangovernment basis, DOD could move
swiftly to address its role and strengthen its capabilities, which in the
interim would provide tremendous benefit to the nation.
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Provide Effective Government-Wide Direction

e Coherent U.S. government-wide direction is needed to deal with
“ripe and important” countries/regions

e Overall direction/coordination provided by the President and
National Security Council (NSC)
- Assignificant issues emerge, the President and NSC determine whether to
focus government-wide attention
» Presidential/NSC decision would trigger aggressive
interagency planning and actions
- For peacetime, combat operations, and stabilization and reconstruction
« Cross-government Contingency Planning and Integration Task
Forces to orchestrate the planning of extended campaigns
utilizing multiple instruments of national power
- Several task forces would be operating simultaneously
- Leadership of the task forces will be determined by the President/NSC

Challenges such as those faced by the United States in the
Balkans, Iraq, and Afghanistan require the effective involvement of
many parts of the U.S. government and the use of its many tools to
achieve the nation’s goals.

The involvement of many players requires effective central
direction, clear objectives, careful well-vetted planning, and
continued integration and coordination. The president or NSC must
provide this leadership and direction. To orchestrate the planning and to
provide continued integration and coordination, we recommend establishing
cross-government contingency planning and integration task forces.

This government-wide planning and integration task forces
would report to the NSC. The decision to start a task force and the
appointment of a task force leader would be made by the president or
NSC. We expect that a number of task forces would operate at any
time —ranging from as few as 2 or 3 to as many as 8 to 10.
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Notional Thresholds for Planning

’0
. lllustrative
3
\/ Threshold
3

Potential for Military Involvement

@ Africa/Med.
@ Aasia/Pacific Q
O Middle East

O Latin America

Importance = =—>

This chart illustrates the type of consideration that would be
involved in a decision to establish a task force. This notional
presentation suggests that a threshold would likely be established,
based on both the potential for military involvement in a country or
region and the importance of that country or region to U.S. interests.
Those countries or regions, represented by individual circles, that
meet the threshold, would be candidates for a task force.

The shading in the figure above shows the region in which the
crisis areas are located and the size of the circle suggests the
logarithm of the magnitude of likely stabilization and reconstruction
efforts. In this notional example four to eight task force planning
efforts might be undertaken.
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Provide Effective Government-Wide Direction (cont.)

 The Secretaries of Defense and State should jointly
propose a National Security Planning Directive to

- Assign specific roles and responsibilities to departments and agencies
- Make explicit NSC’s role in managing national resources for crisis
planning
* A small, permanent cadre within the NSC Staff would

provide continuity and expertise for these long-term
issues

- Very desirable for this staff to bridge changes in administration

- If not practical, Contingency Task Forces will provide valuable
continuity

A presidential directive would be an effective mechanism through
which to spell out this recommended planning process and to ensure
that the roles and responsibilities of the various participating
agencies are understood. A small permanent cadre within the NSC
would provide valuable continuity and expertise given the long-term
nature of these potential contingencies. While difficult to carry out,
such a cadre could usefully bridge changes in administrations.
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Coordination Mechanism
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This figure elaborates on the chart shown at the beginning of this
chapter. It shows the key role played by the regional combatant
commands (RCC).

In addition to forming a contingency planning and integration
task force for countries “ripe and important,” we also propose creating a
complementary joint interagency task force (JITF) to be composed of the
leaders of the various departments and agencies that operate in the
particular country or area of interest — the ambassador, station chief,
U.S. Agency for International Development (USAID) chief, and other
field chiefs, for example. The JITF would ensure coordination and
integration of all U.S. players in the country —something often not
done well today. These players would provide significant input to the
contingency task force planning effort and support the country team
as necessary.

The JITF would be augmented as needed by DOD personnel and
would be supported by the national center for contingency support.
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National Center for Contingency Support

« National Center for Contingency Support—an FFRDC organized,
managed, and focused to provide broad expertise and support for the
Contingency Planning and Integration Task Forces

- Enable rapid start up and sustainment of Task Forces
- Standing core staff with a standing presence with customers
- Standing set of consultant agreements for rapid assembly of needed expertise

e Should provide six types of capability
- Cultural and regional expertise
- Functional knowledge, such as utilities, transportation, and banking
- Support, to include administration, logistics, and communication
- Deployable personnel contracted to enter a crisis or combat zone
- Red teaming and exercise scenarios
- Technological expertise

e Also would provide planning support for Departments and Regional
Combatant Commanders

The effectiveness of this proposed government planning process
would be greatly enhanced by a robust FFRDC-type organization that
would

= Augment the skills and experience of the
government task force members

® Provide a range of in-depth capability

= Support the planning activities of the participating
agencies
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Role of Regional Combatant Commanders
for Stabilization Operations

¢« Regional Combatant Commander should designate the Combined/
Joint Forces Land Component Commander (C/JFLCC) as the Joint
Commander for stabilization and initial reconstruction operations
during on-going operations*

» The C/JFLCC would be responsible for the detailed planning,
exercises, and execution of stabilization operations
To ensure appropriate focus, the C/JFLCC staff should include a stabilization element
Planning for stabilization operations would occur in parallel with and be fully integrated
into the Regional Combatant Commanders operations plan and coordinated with DOS
» The stabilization mission will require specific intelligence and
information operations support

¢ When security permits, responsibility for various functions (e.g., law
enforcement) is transferred to the State Department and/or
international or indigenous authorities

The stability commander would then provide support for the country team

* During peacetime or when a C/JJFLCC has not been designated, the Army Forces Commander
(ARFOR) will fulfill this responsibility.

Each RCC will need a focal point for stabilization and reconstruction
planning and execution. The logical choice for this activity during on-
going operations is the combined/joint forces land component
commander (C/JFLCC). The C/JFLCC would be the key leader
overseeing planning and operational execution. When security is well
established the C/JFLCC would support the Department of State or
other authority that has the lead. During peacetime or when a
C/JFLCC has not been designated, the Army Forces Commander will
be the RCC’s focal point for stabilization and reconstruction activities.

To support the efforts of the C/JFLCC, solid intelligence and
information operations support will be needed.
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Military Planning and Execution—A Key Capability

U.S. military has deep experience in operational planning and
execution

- Formalized and institutionalized

- Guided by explicit doctrine (policies and procedures)

- Supported by IT systems and data bases

- War plans are continuously evaluated, red teamed, exercised, revised

¢ Plans are developed by commanders who will carry them out
* Readiness to execute plans is continuously evaluated
« Resources required to execute plans are defined and justified

» Planning and exercising brings clarity of roles, missions,
authority, and responsibility

« Feasibility and clarity of goals and objectives are tested by
critical review and exercises

The U.S. military services have evolved the most refined
management schema and discipline in the federal government.
Operational planning is an area where the military has particularly
well-developed processes and deep experience. There are a number
of key elements that contribute to the success of the U.S. military’s
management capability, as listed in the chart above.

While there are excellent executives throughout the government,
by far the greatest and deepest “bench strength” of personnel skilled
and experienced in executive management is in the military services.

TRANSITION TO AND FROM HOSTILITIES 35




CHAPTER 2

36

Planning and Execution in
Other Departments and Agencies

» Agencies other than DOD seldom plan with this
discipline—they instead focus more on policy issues
and day-to-day program execution

- They lack the capability and experience to do operational-level
planning
- They also lack the resources to do such planning

» As aresult, the disciplined planning process for
military operations has not been applied to
- Planning in peacetime to achieve U.S. objectives without major
combat, using the many tools of the U.S. government
- Planning for stabilization and reconstruction after active combat ends
- Planning for intelligence to support the above

While the military has deep experience in operational planning
and execution, other parts of the U.S. government seldom
demonstrate comparable management discipline, and plans are often
poorly prepared. Their ability to prepare and validate plans is not
comparable to that of the U.S. military. Even when seemingly sound
plans are prepared, the failure to test and challenge them makes
success problematic.
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DOD Should Support the Development of Core
Competencies in Planning in Other Departments and Agencies

« Create an integrated Foreign Service Institute/National Defense
University program to teach officials at all levels integrated
planning skills

« Export DOD’s competencies in crisis and deliberate planning
- Assign a staff of ten experienced DOD planners (led by flag level senior) to the
Office of the Coordinator for Reconstruction and Stabilization (S/CRS) in DOS
- Provide models, training, education, red teaming, worst case analyses, war
gaming
¢ NGOs, coalition partners, and international organizations
should participate—as appropriate—with Regional Combatant
Commanders in drafting contingency plans

¢ Use the existing DOD Center for Excellence in Disaster
Management and Humanitarian Assistance to engage NGOs
and to participate, as appropriate, in Regional Combatant
Commander contingency planning

The DOD should assist other departments and agencies in
developing solid planning and management skills. The Department
of State is the most critical candidate, but other agencies need
assistance as well. In addition, nongovernmental organizations
(NGOs), coalition partners, and other international organizations
should be brought into the planning process whenever possible.
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CHAPTER 3. STABILIZATION AND RECONSTRUCTION
CAPABILITIES

S&R Operations Need to Become
Core Competencies at both DOD and DOS

* U.S. government needs a strong DOS to lead
nonmilitary aspects of S&R and to partner with DOD
to plan and execute these operations

 DOD and DOS will need an extraordinarily close
working relationship

* Both Departments need to augment their capabilities

The Department of State (DOS), like the Department of Defense,
has not traditionally regarded S&R missions as a core competency.
Following a decade during which the United States launched and led
six major nation-building missions, each more ambitious than the
last, both agencies need to recognize that the S&R mission is
inescapable, its importance irrefutable, and closer cooperation
between the two departments is essential.”

Success in S&R operations depends upon a strong partnership
between the civil and military, between DOD and State. Civil

7. A more detailed discussion of stabilization and reconstruction capabilities is in volume 2
of this report (forthcoming).
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agencies of the U.S. government often work abroad under official
State oversight, although in practice on a day-to-day basis they may
operate quite independently. U.S. military forces do not operate
under command of an ambassador, nor do embassies take
instructions from the local military commander, but the two must
operate in tandem, alternating in supported or supporting roles as
the situation may require. Success requires that plans be integrated
and capabilities exercised. At present neither occurs with any
regularity.

Genuine DOD-State partnership in S&R will require adjustments
on both sides. DOD will need to share aspects of its operational
planning — something the U.S. military has long been reluctant to do.
State will need to develop a capacity for operational planning it
currently does not possess.

State will also need to develop a more robust capacity to execute
such plans. State’s overseas operations are managed through its
regional bureaus, much as DOD’s are through the regional combatant
commanders. The proposed Department of State office for
stabilization and reconstruction, the Office of the Coordinator for
Reconstruction and Stabilization (S/CRS), will work closely with the
regional bureaus to develop plans.? It will also perform a function
analogous to the Joint Forces Command, building a pool of expertise
upon which the regional bureaus can call and creating a global
doctrine for the civil aspects of such operations.

8. This office was initially named the Office of Stabilization and Reconstruction Operations
(OSRO)
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Criteria for an Effective Stabilization Capability

Finding
DOD DOS

Effective Partnership Requires Improvements on Both Sides

Actively train, practice, exercise, rehearse

Evaluate readiness and validate plans

Available on short notice

Continuity in theater

Large enough to support multiple concurrent
cumulative stabilization operations

Prepared for a range of cultures, languages

Elasticity to respond and adjust to an adaptive enemy

Active experimentation program

Recommendations
* DOD and DOS use these criteria to develop metrics to measure progress in S&R readiness
+* DOD include S&R readiness in the Joint Military Readiness Reporting System

- Inadequate Capability D Some Capability Exists but Needs to be Improved I:l Adequate Capability

Both the State Department and the Defense Department need to
augment their existing capabilities for stabilization and
reconstruction planning and operations.

The graphic above provides a list of criteria required for
successful stabilization and an assessment of present capabilities in
DOD and DOS. As both departments augment their capabilities, the
efficacy of the improvements must be judged by these criteria.

The criteria are challenging, but must be met if the United States is
to be effective in stabilization and reconstruction. Plans and programs
should be assessed to ensure that there are sufficient quantity,
quality, and kind of skills for supporting multiple concurrent
stabilization and reconstruction operations, including adequate
knowledge of different cultures and languages. Personnel must have
sufficient continuity in-country, with sufficiently long tours and
infrequent rotation, to ensure that they are conversant with the local
scene. Robust training, exercising, rehearsal, and experimentation
regimes are needed to develop and maintain competencies and to
rapidly incorporate lessons into future operations.
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The U.S. government requires a strong and adequately resourced
State Department to lead nonmilitary aspects of S&R and partner
with the Defense Department to plan and execute these operations.
DOS and DOD will require extraordinarily close working
relationships to successfully accomplish these crucial tasks —
relationships that do not today exist.
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DOD Stabilization Force Requirements

* Highly Conflicted
Environment

« Co-opt Indigenous Forces *No Functional Forces
for Social Order

« Ambitious Goals

¢ Coherent Environment

* Modest goals

A

Troops/1000 inhabitants

Conditions on the ground and U.S. objectives drive
the size of the needed security force

The Rand Corporation conducted detailed studies of decades of
prior conflicts to identify the numbers of forces that have been
required to provide stabilization in specific countries. Our summer
study reviewed its findings and examined additional historic cases.

Stabilization operations can be very labor intensive. The size and
composition of the force needed is highly situation-dependent, as the
figure above indicates. The analysis of U.S. experience shows that the
resources and forces required for S&R operations are a function of
U.S. strategic objectives on one hand, and the complexities of the
target environment on the other hand.

The United States will sometimes have ambitious goals for trans-
forming a society in a conflicted environment. Those goals may well
demand 20 troops per 1000 inhabitants —whether U.S. military and
government civilians, U.S. civilian contractors, UN, allies, coalition
partners, or indigenous constabulary —working for five to eight
years. Given that we may have three to five stabilization and
reconstruction activities underway concurrently, it is clear that very
substantial resources are needed to accomplish national objectives.
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Critical Capabilities for DOD Stability Operations

e Security
- Robust ISR, including capability to manage HUMINT operations
- Adequate security forces to ensure stability and safety
- Military police trained to maintain order and ensure security
- Ability to train constabulary forces and indigenous police
e Communication
- Strategic communication
- Robust 10 capability
e Humanitarian
- Civil affairs capability
- Robust engineer capability, including civil engineers
- Humanitarian assistance
- Authority and capability to disburse funds
¢ Area Expertise
- Language capability
- Cultural awareness adequate to deal with indigenous population

S&R operations are complex and chaotic. Reconstruction calls for
a myriad of competencies: humanitarian assistance, public health,
infrastructure, economic development, rule of law, civil
administration, and media. Combat, counterinsurgency, stabilization,
and the beginnings of reconstruction can occur simultaneously, often
in the same area. The broad range of DOD capabilities required for
stability operations are reflected in the above list, which is organized
into four categories: security, communication, humanitarian
capabilities, and area expertise.

Security forces must be large enough to maintain order; capable of
training indigenous forces; and have a robust intelligence,
surveillance, and reconnaissance (ISR) capability down to the small-
unit level.

Stability forces need the means and expertise to communicate
with the civil population in order to explain themselves and quell
panic and rumors. They should also have the ability to conduct both
offensive and defensive information operations.
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Stability forces need to be able to attend to humanitarian concerns
and make initial infrastructure repairs and deal with civil
emergencies and related government issues. These activities require
not only coalition forces, but also the ability to quickly hire and pay
for local labor.

We recognize that stability forces are not likely to have as many
linguists as they need, but some reasonable quantity of trained
linguists is essential. In addition, troops involved in stability
operations should have a reasonable degree of awareness of and
sensitivity to the local culture.
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DOD Stabilization Capability

« Stabilization and reconstruction are not afforded the same level
of attention and quantification as other force planning
framework missions

e Stabilization operations can be as resource intensive as major
combat operations and last much longer

Recommendations

¢« S&R plans and policy warrant attention and support at the
Secretary of Defense level

« Treat stabilization as an explicit mission in DOD force planning
and not as a lesser included case

» Direct the Army to appoint a senior officer as the advocate for
stabilization and reconstruction capabilities

Our study found that DOD has not yet embraced stabilization and
reconstruction operations as an explicit mission with the same
seriousness as combat operations — though its attention to such
operations has certainly increased over the past year, given the
circumstances in Iraq. The challenge is to sustain the focus, apply the
lessons, and institutionalize the training, organizational, doctrinal,
leader development and other changes that will better prepare U.S.
troops when they are called on again to perform S&R missions.

Sustained attention is needed because S&R operations can
consume resources as fast as and for much longer than major combat
operations. Moreover, because of their intense interagency
requirements, S&R operations can consume the attention of senior
policy makers even more than do major combat operations.
Therefore, an effective interagency process should be of great interest
in DOD.

S&R operations should be given more weight in planning and
programming the future force, and appropriate objectives and metrics should
be established. S&R operations are not adequately accounted for in
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DOD’s current force planning framework, which is driven by
objectives of rapid response, swift defeat, and decisive wins. The
desired time for these operations is measured in days and weeks.
These objectives need to be complemented by a set of objectives and
metrics appropriate to S&R operations, where the time will likely be
measured in years.

The Army is moving in the right direction with its current
initiatives: instituting modularity; restructuring the force to increase
military police, civil affairs, psychological operations, and other
capabilities needed for S&R operations; and rebalancing capabilities
between the active and reserve components. The Army should
appoint a senior officer advocate to ensure that S&R operations
receive the same consideration for resources as other, more
traditional, mission areas. S&R operations will also benefit if the
Army can define modules of S&R capabilities well below the brigade
level.
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DOD Stabilization Capability: Doctrine

e The Draft Joint Operational Concept on Stability, Transition and
Reconstruction identifies the nature of these operations and
the required capabilities

* The major source of learning about stabilization will come from
real operations/operators

Recommendations

« Joint Forces Command should further develop, publish and
refine joint doctrine for stability and reconstruction operations
- Give Army the lead for doctrine
- Ensure experienced commanders are deeply involved
- Make it a “living” best-practices guide informed by real world experience
- Clearly identify the contributions of all the services to stabilization
- Employ modeling, simulations, and exercises

The current draft Joint Operational Concept for Stability Operations
published by Joint Forces Command (JFCOM) is a good baseline
document. If JFECOM taps into the wealth of recent experience from
Afghanistan and Iraq it will be able to publish usable joint doctrine
quickly. This doctrine will be constantly evolving, informed by the
latest experiences of servicemen and servicewomen in theaters of
operation.

In addition, we believe that JECOM should incorporate more
explicitly the contributions of the Navy and the Air Force as this
doctrine is developed.
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DOD Stabilization Capability: Modularity

» The Army should task organize units with modules of stabilization
capability appropriate to the situation in the area of responsibility
- Combat operations, from the outset should be conducted with stabilization considerations

- Stabilization activities will need to be supported by combat, combat support, and combat
services support capabilities through the stabilization process and well into reconstitution

+ The Army’s initiatives to create modular brigades and increase the
number of critical specialists (e.g., civil affairs, military police) are
important, but partial, steps toward enhanced stabilization operations

Recommendations
« The Army should be designated as Executive Agent for S&R and, in
cooperation with the Marine Corps and JFCOM, should

- Experiment with innovative concepts of task organization and solutions at the battalion
and brigade level
o Near-term deployments of recently modularized units offers an ideal opportunity for
experimentation
- Identify new combinations that add effectiveness to stability operations, e.g. stability
modules that combine language skills, 10, public affairs and strategic communication

Modularity, in and of itself, does not ensure an effective stabilization capability

The critical capabilities necessary for successful stability
operations come from a wide variety of units at multiple levels in the
military services. Some of these units, such as military police, are
traditionally organized into brigades and battalions for operations.

Other critical capabilities are seldom assigned at the brigade and
battalion levels. They typically reside at the highest operational level
of the Army or outside of the Army in the various defense agencies.
Their members do not typically train with brigades and battalions,
whose commanders are not likely to be familiar with the capabilities
of these special units or their support requirements.

We recommend that the Army be designated as executive agent for S&R
and that it, in conjunction with JFCOM and the Marine Corps, develop
modules of stabilization capabilities, and exercise and experiment with
them in order to determine where combinations of these capabilities
can enhance U.S. effectiveness in stability operations.

The Army’s initiative to create modular brigades is an important
step, but modularity itself will not ensure effective stabilization

DSB 2004 SUMMER STUDY




STABILIZATION AND RECONSTRUCTION CAPABILITIES

operations. Modularity provides for the aggregation and deployment
of current capabilities; but if the military services do not have, in
total, enough capabilities, or the right capabilities, they will not be
able to meet S&R requirements.
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DOD Stabilization Capability: Tailoring for Mission

» Elements of our forces are not adequately prepared
for stabilization/reconstruction missions
- Some units will require different training and equipment when assigned
an S&R mission
- Though significant change is planned, reserve and guard forces are still
largely focused on old missions

Recommendation

* Department of the Army should accelerate the
restructuring of Army guard and reserve forces with
emphasis on modular capability for the stabilization
mission

Stabilization operations are not a lesser-included task of a combat
mission, but a separate and distinct mission with unique
requirements for equipment and training.

As elements of the Army Reserve and National Guard are
restructured, these unique requirements should be recognized and
the necessary steps taken to ensure that these units are prepared to
conduct stabilization operations immediately upon deployment.

As stated above, the quantity of trained personnel with the right
skills is a key to success. With regard to the guard and reserves there
is an additional critical issue. Effective stabilization requires
continuity in-country with long and often unpredictable length tours
(perhaps five to eight years, as previously mentioned), so that
personnel in-country are experienced in local matters, and so the
indigenous people can know and trust U.S. personnel. This
requirement is often at odds with maintaining civilian careers and is
longer than traditional active duty tours. Thus, it may be that
traditional active duty or reserve forces cannot fill the requirement. A
new career path or service, perhaps in the Army, composed of people
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willing and able to serve abroad for years (and with career incentives

and progression commensurate with that commitment) may need to
be established.
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DOD Stabilization Capability: Training and Education

¢ Lack of stabilization-related training, professional military
education, and involvement of other agencies

Recommendations

¢ USD(P&R) should provide funding and billets to DOD schools
for other department and agency students

e Service Secretaries and Joint Chiefs of Staff should integrate
post-conflict operations into the Department’s service schools
and premier training events and exercises at every level

The secretary of defense and the military services should task the
service schools and joint military colleges and universities to develop
programs of studies and expertise in stabilization and reconstruction
issues including the understanding of cultural, regional, ideological,
and economic differences which, in significant measure, cause the
very conflicts the United States wishes to ameliorate.

DOD has a robust culture of planning and nurtures that culture
with resources, time, and excellent people. In that regard, DOD is
unique in the U.S. government. We believe that DOD should
introduce S&R operations into its service schools and war colleges,
but this alone is not enough. We recommend that DOD partner with
the Foreign Service Institute to create a program at the National
Defense University to teach integrated planning skills as well as
increase the number of students from other departments and
agencies enrolled in service and joint educational institutions.
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DOD Stabilization Capability: Technology

¢ The length of post-conflict operations offers opportunities for the
insertion of new technology into existing systems as well as the
introduction of new capabilities during operations

e Stabilization capabilities have not received the S&T investment
priority afforded to major combat operations

Recommendations

e Task DDR&E and the Service Acquisition Executives to set up a
process for more rapid and coherent exploitation of service and
departmental S&T capabilities in ongoing operations

» Services and DARPA should invest in force-multiplying
technologies—such as, language translation devices and rapid
training

The length of S&R operations allows the military services to insert
new technologies and new capabilities in ways that are not available
in the brief period of intense combat that precedes S&R. The Director,
Defense Research and Engineering (DDR&E) should work with the
services, service laboratories, and departmental science and
technology (S&T) organizations to find ways to accomplish more and
faster technology insertions.

We also note that S&R operations have not received a high
priority for S&T investment. We believe this should change. There are
technologies, such as language translation devices, that have force-
multiplying possibilities in S&R. The Defense Advanced Research
Projects Agency (DARPA) and the services should seek out the most
promising of these technologies and invest in them.

With this said, and despite the excellent ongoing S&T efforts —
such as those aimed at improving force protection for U.S. troops —
we believe that technology is not the key determinant of success in
S&R operations and will not be the “force multiplier” that is has been
for combat operations.
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DOD Stabilization Capability: Money as a Tool

* In post-conflict operations, “money is ammunition”

Recommendations

* DOD provide the resources, and the authority,
responsibility, and accountability to disburse those
resources, in support of stability operations

* This tool needs to be inserted into training and
exercises

At the end of combat operations in Iraq, commanders were
provided money that was confiscated from the former Iraqi
government. They used this money to finance local projects and boost
local economies throughout the country. When this confiscated
money was spent, there was a substantial delay before appropriated
funds were made available. Even then, the bureaucracy made it
difficult for commanders to spend the money rapidly and flexibly
(without the risk of censure).

The Iraqi experience makes it very clear that “money is
ammunition” in stabilization and reconstruction operations. The
secretary of defense should move aggressively to gain the support of
the Congress and related government agencies to design a program
whereby money can be made available for commanders at the tactical
level to support stability operations.

We recognize the utility of the Commanders Emergency Response
Fund, and urge that steps be taken to liberalize the rules governing
its use and provide training in the proper disbursement of its
resources. We strongly believe that commanders in the field can be
entrusted with these funds when given proper guidance and
common-sense regulations.
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Army Operational Deployments

318,000 soldiers
overseas
in 120 countries
(165,000 on overseas
short tours)

CONUS %
16,100 Soldiers [ Kosovo/Bosnia
2,500 Soldiers
P

South Korea
31,600 Soldiers
e

Afghanistan
! 15,000 Soldiers

e
= Irag
[ 125000 Soldiers

Philippines
100 Seldiers

U.S. ARMY PERSONNEL

Component Total Strength Deployed
27 of 34 (83%) Active Component Brigade Combat Active 495,000 181,000

Teams will be deployed overseas in FY 2004

Reserve 211,000 50,000
* 24 of 45 (53%) National Guard Separate Brigade National Guard 343,000 87,000
battalions will be deployed overseas in FY 2004 Total 1.049.000 318.000

*As of June 28, 2004

This deployment “snapshot” of the Army reinforces our belief
that the conduct of stabilization operations must become a core
competency of U.S. general purpose forces. Such operations are
manpower intensive, long lasting, and difficult. Their effective
execution will require a substantial investment in time and materiel.
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DOD Stabilization Capability: Enduring Shortfall

e Current and projected force structure will not sustain our current and
projected global stabilization commitments

- Inadequate total numbers
- Lack of long term endurance
e Options
- Add substantial force structure
- Trade combat capabilities for stabilization capabilities
- Depend on others: UN and/or other countries
- Scale back the number and/or objectives of stabilization missions

Recommendation

e Some mitigation may be possible through contract personnel,
technology, and partners

It is not clear that our new stabilization capabilities will suffice if we
maintain the current pace of stabilization operations

When we match the existing and projected force structure with
the current and projected need for stabilization forces we see an
enduring shortfall in both total numbers of people and their ability to
sustain the continuity of stabilization efforts. The options to mitigate
this shortfall are limited: the military services can add more people at
substantial expense; the services can convert combat forces to
stabilization and reconstruction capabilities; the United States can
rely more heavily on others, such as the UN, allies, or coalition
partners, when they are aligned with U.S. objectives; and/or the
United States can decrease the number, size, or ambition of its
stabilization and reconstruction efforts.

Though some mitigation may be possible through the application
of emerging technologies, the United States may find itself unable to
sustain future stabilization operations if the current pace of emerging
missions continues at the rate it has since the end of the cold war. A
solution that may be most effective and achievable is to develop a
modest stabilization capability that is of sufficient size to achieve
ambitious objectives in small countries, regions, or areas and of

DSB 2004 SUMMER STUDY




STABILIZATION AND RECONSTRUCTION CAPABILITIES

sufficient excellence to achieve modest objectives elsewhere.
Decisions to embark on stabilization operations —how often, of what
magnitude, and with what ambition for outcomes —would then be
considered in light of the capability of this force. If the force were not
adequate for the strategy, it would need to be expanded.
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Department of State Tasks

» Develop and maintain a portfolio of detailed and
adaptable plans and capabilities for the civilian roles
in reconstruction operations

- Orchestrate and integrate other civilian government agencies’
capabilities into these plans

- Integrate these plans and capabilities with DOD operational plans

- Exercise these plans with DOD and other government agencies

* Prepare, deploy, and lead the civil components of
the reconstruction missions

* Incorporate international and NGO capabilities—
planning and execution

Will require additional capabilities and resources

By establishing a secure environment, military forces open a
window of opportunity during which political and economic changes
can take place, thereby allowing a society to move from conflict to
peace and democracy. The civil elements of an S&R mission must
promote such changes. It is police, judges, civil administrators, and
technical advisors who help build new institutions for security, rule
of law, governance, civil society, free press, and political parties. If
these civil capacities are not carefully planned, prepared, deployed,
and employed in a timely fashion, then the window opened by the
military intervention eventually will close, possibly leaving the
situation no better than before.

The capacity to promote political and economic reform exists in
many civil agencies of the U.S. government, in international organiza-
tions, in nongovernmental organizations, and in other governments.
Someone needs to mold these many strands into a coherent pattern,
based upon a common vision and a coordinated strategy. The locus
for this integration should be the Department of State, the only U.S.
agency that maintains connections to all the other essential actors.
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S&R Planning Can Require Expertise in . ..

* Infrastructure
- Roads, rail, waterways, ports, airfields, telecom, power

e Public health
- Broad public health issues, sanitation, hospital administration

e Civil administration
- Agriculture, banking, education, law enforcement

« Governance and political

¢ Rule of law and legal system

« Economic development, commerce, and trade
* Humanitarian assistance

« Media
- Press, radio, television

There is a hierarchy of tasks that need to be performed in any
nation-building operation. First is security — demobilizing former
combatants, rebuilding police, and establishing a justice system, for
example. Next is basic governance, public administration, and public
services —garbage, water, schools, power, and other such services.
Third are macroeconomic and regulatory functions — establishment of
a stable currency, resumption of commerce. The fourth is political
reform — free press, civil society, political parties, and elections.
Finally, there is traditional economic development, to include heavy
infrastructure.

Iraq is the only nation-building operation since 1945 in which the
United States has had to actually govern the society that it is seeking
to move from conflict to peace and democracy. More often a weak
but legitimate indigenous government (such as in Afghanistan) or an
international administration (such as in Kosovo) is in place. In such
circumstances the United States has concentrated on those areas
where it has a comparative advantage or a special interest, in
particular on the security sector and political reforms. The U.S.
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government often leaves infrastructure projects to the World Bank
and other donors, recognizing that benefits from infrastructure
spending will normally take years to realize. The U.S. Agency for
International Development (USAID) also contributes to this long-
term effort.

Nevertheless, further occasions like Iraq may arise wherein the
United States must assume responsibility for the full range of
government functions. Even as U.S. policy should seek to share such
burdens more broadly, U.S. planners must look to the possibility that
the United States might again have to assume such responsibilities.
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Essential Ingredients For DOS Success

* Arich discourse between senior government officials setting
objectives (ends) and those developing and executing the plan
(means)

« Those responsible for executing the plan at DOS have the lead role in
developing the plan

« Those responsible for developing/executing the plan have control over
the resources needed to execute it
- Must also have the authority to select key people

« The plans and planning assumptions are continually challenged using
red teaming and other means and exercised with COCOM/JTF

« DOS needs the equivalent of an operational concept/doctrine for
reconstruction, for itself and other civilian agencies

« DOS is empowered for reconstruction with sufficient funds and
spending flexibility comparable to that provided

- To State for assistance to the countries of Eastern Europe and the former Soviet Union
- To FEMA through access to emergency funds (Stafford Act)

Stabilization and reconstruction plans should be made by those
who will execute them. This objective is hard to achieve at the
Department of State, where senior officials tend to be fully engaged
with day-to-day operations and diplomatic issues. These officials
have few resources available or devoted to serious planning (in
contrast to DOD’s regional combatant commanders), and State’s
policy planning staff inevitably tends to focus on current issues. The
leadership is occupied seeking to avoid the contingencies for which
such planning is intended. State’s new office for stabilization &
reconstruction should provide a locus for individuals who have the
time and expertise to engage in such planning, and a link to the
policy makers who will ultimately have to implement the plans.

In DOD the locus for such planning is the regional combatant
commanders. It will be essential to create two-way links, which do
not currently exist, between State and these regional commands.

We urge the Department of State to carefully review the current
draft DOD operational concept for stabilization and reconstruction
and use it as a model to produce complementary documents for the
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DOS. With DOS in the lead, other federal agencies will be able to
produce usable guidance for S&R operations.

As noted, State will also require access to additional funding if it
is to be able to mobilize its own capabilities, and those of other civil
agencies, on short notice. Funding requires either a contingency fund,
along the lines of the Federal Emergency Management Agency
(FEMA) model, or the flexibility to reprogram funding from other
sources for S&R purposes. Ideally, all funding for the civil aspects of
such missions should be provided through a single flexible channel,
such as that provided by Congress for assistance to Central and
Eastern Europe and the states of the former Soviet Union.
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DOS Reconstruction Capability

e Department of State’s role must be more explicit and they must
have authorities and funding commensurate with that role

Recommendations

e Secretary of Defense should formally support Lugar-Biden bill
- Creation of a robust, well-funded S/CRS in DOS (with an interagency staff)

« The Administration should propose legislation (perhaps similar
to Stafford Act) to provide DOS with authorities and funds to
plan, staff, and contract for post-conflict reconstruction

« Secretary of Defense should urge DOS to participate with
Regional Combatant Commanders in the creation and
exercising of contingency plans for stabilization and
reconstruction

It is clear that the Department of State needs substantially more
resources, both people and funds, if it is to fulfill its proper role in
stabilization and reconstruction operations.

The secretary of defense is in a position to help State by publicly
giving his support to passage of the Lugar-Biden bill. Similarly, DOD
support of the proposed office of stabilization and reconstruction in
State, with a commitment to work collaboratively with that
organization, would send a clear message to those in and out of
government that the Defense Department is committed to work with
DOS on these crucial issues.

Further, DOD’s extensive capabilities in responding to crisis and
in deliberate planning could help kick-start the office of the
Coordinator for Stabilization and Reconstruction (S/CRS) if 10 or
more experts, along with an experienced senior leader, were assigned
to State to bring to that organization the intellectual capital and best
practices developed over years within the Defense Department.
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Planning for stabilization and reconstruction operations, to be
effective, must occur prior to actual conflict. Since State and Defense
will be both supported and supporting “commanders,” it is
important that collaboration between State and Defense begin early,
prior to formalization of plans. It is in this early process that
assumptions can be challenged and strategic objectives can be refined
to more closely match U.S. capabilities. Both the secretary of state and
the secretary of defense should work to create these links and
integration throughout planning processes for S&R.
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DOS Reconstruction Capability: Resources

« Providing effective operational-level reconstruction planning
will require people and money, as well as flexibility to operate
during intense crises and conflict

e The level of preparation for civilian reconstruction plans should
approach that of DOD’s operational plans

¢ Achieving this level of detail cannot be accomplished by a
handful of people

¢ We estimate that ~250 people are required to
Develop, keep current, exercise a portfolio of ~five plans
- Coordinate and integrate complementary efforts of other government agencies
- Serve as the core of an execution task force of one of these operations
e The numbers do not include the planners for communications,

lift, logistics, administration, and other support needs—some
of which DOD must provide

State will require a cadre of people with experience in S&R
operations who are committed to planning and preparing for future
operations, as well as conducting ongoing ones. To handle this range
of activities will require at least 250 positions. Some might be
seconded from other agencies, but most will need to be full-time State
employees.

Secretary Powell has agreed to provide S/CRS with 25 positions
funded with the department’s current resources, but made clear that
further increases in staff will depend upon additional congressional
funding and authorization. The administration should request and
Congress should authorize and appropriate the necessary positions
and funding.

While State and the Congress have pointed the way in creating
S/CRS and introducing the Lugar-Biden bill, these efforts will need
to be given more substantial and concrete support to include
providing the necessary positions, contingency funding, and
authority to reprogram existing funding to S&R purposes
expeditiously.
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DOS Reconstruction Capability: Resources (cont.)

Recommendations

e« The Administration should seek and Congress should
appropriate proposed funding in Lugar-Biden ($180 million)

e Additional funding, people, and authorities must also be
provided
- DOS should be provided adequate funds/staffing for a ~250 person capability

- DOD and other departments should provide personnel and other forms of
support to S/ICRS

- DOS should seek and Congress should provide more authority for DOS to
move funds across accounts for S&R purposes

e Strengthened contracting capability, including in-place
contracts for immediate response, must be provided

The Lugar-Biden Bill is a good starting point, but does not
provide enough resources either for staff for the State Department or
to fund participation by other government agencies in supporting
State’s contingency planning and operations.

State is creating the Office of the Coordinator for Reconstruction
and Stabilization within the department. The creation of this office is
an important step that should be supported by DOD and other
departments with lessons learned, experienced people, and
collaborative planning and exercising of contingency plans.

The very slow pace of spending funds appropriated by the
Congress for reconstruction in Iraq illustrates the need to provide
better, much more flexible contracting procedures. State and USAID
must take the lead to strengthen these processes and put in place
contingency contracts that can be activated on short notice.
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CHAPTER 4. STRATEGIC COMMUNICATION

What is Strategic Communication?

» Engage global audiences in support of national
security goals and objectives

Understand global audiences and cultures

- Engage in a dialogue of ideas

- Advise on public opinion implications of policy

- Develop, establish, and communicate strategies and themes

e Includes

- Public Affairs

- Public Diplomacy

- International Broadcasting
- Information Operations

- Special Activities

Strategic communication is vital to America’s national security
and foreign policy. Although recent attention to its value has been
driven by the terrorist attacks of September 11, 2001, strategic
communication describes a variety of instruments that have been
used by governments for generations to understand global attitudes
and cultures; engage in a dialogue of ideas between people and
institutions; advise policy makers, diplomats, and military leaders on
the public opinion implications of policy choices; and influence
attitudes and behavior through communications strategies.

Strategic communication can be understood to embrace five core
instruments: public diplomacy, public affairs, international
broadcasting, information operations, and special activities. Only the
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first three instruments and one element of the fourth are discussed in
this study.

Public diplomacy is distinguished from traditional diplomatic
interactions between governments. Public diplomacy seeks, through
the exchange of people and ideas, to build lasting relationships and
receptivity to a nation’s culture, values, and policies. It seeks also to
influence attitudes and mobilize publics in ways that support policies
and national interests. The time horizons for public diplomacy range
from decades to news cycles. In an age of global media, the Internet
revolution, and powerful nonstate actors —an age in which almost
everything governments do and say is understood through the
mediating filters of news programs, culture, memory, and
language —no major strategy, policy, or diplomatic initiative can
succeed without public support. Fulbright scholarships, youth
exchanges, embassy press briefings, official websites in foreign
language versions, and televised interviews with ambassadors and
military commanders are examples of public diplomacy.

The term “public affairs” is used by the Departments of State and
Defense to denote communication activities intended primarily to
inform and influence U.S. media and the American people. The
White House, the NSC, U.S. government departments and agencies,
and military commands all have public affairs staffs. These staffs
focus on domestic media, but their advocacy activities also reach
allies and adversaries around the world. Distinctions between public
affairs and public diplomacy continue to shape doctrine, resource
allocations, and organization charts. But public diplomacy and public
affairs practitioners employ similar tools and methods; the audiences
of each are both global and local. The conceptual distinction between
the two is losing validity in the world of global media, global
audiences, and porous borders.

International broadcasting services are funded by governments to
transmit news, information, public affairs programs, and
entertainment to global audiences via AM/FM and shortwave radio,
satellite television, and Web-based systems. Voice of America, Radio
Free Europe/Radio Liberty, and the Radio Sawa and Al Hurra Arabic
language radio and television services are examples of U.S.
international broadcasting.
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Information operations is a term used by the Department of
Defense to include computer network operations (computer network
attack and defense), electronic warfare, operational security, military
deception, and psychological operations (PSYOPs). This report will
discuss only open PSYOPs —military activities that use selected
information to influence the attitudes and behavior of foreign
governments, organizations, groups, and individuals in support of
military and national security objectives.
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Changes in the Strategic Communication Environment

* Anti-American attitudes

- Polls/media analyses show anger, negative views, low U.S. credibility worldwide
- Attitudes—an underlying source of national security threats

* Perceptions of public diplomacy in crisis
- 15+ private and U.S. government studies conclude public diplomacy lacks leadership,
strategic direction, coordination, resources, culture of measurement, and evaluation
- White House, Congress, agencies largely ignored or failed to act
- CNN, Fox News, MSNBC are not the answer; they rightfully select news and choose
audiences for business success, not public diplomacy
e Terrorism as a national security frame
- Used by political leaders for cognitive, evaluative, and message purposes
- Used by media and publics to make sense of diverse national security stories
- Simplifies but also distorts nature of problem, blanket use angers Muslims

* Volatile Islam

- Internal and external struggles over values, identity, and change
- Segmented audiences—almost unreachable at this point by U.S. government

The strategic communication environment has changed
considerably over the past decades as a result of many influences, the
most important of which are discussed here.

ANTI-AMERICAN ATTITUDES

Opinion surveys conducted by Zogby International, the Pew
Research Center, and the Department of State Bureau of Intelligence
and Research (INR) reveal widespread animosity toward the United
States and its policies. A year and a half after going to war in Iraq,
Arab and Muslim anger has intensified. Data from Zogby
International in July 2004, for example, show that the United States is
viewed unfavorably by overwhelming majorities in Egypt (98
percent), Saudi Arabia (94 percent), Morocco (88 percent), and Jordan
(78 percent). The war has increased mistrust of America in Europe,
weakened support for the war on terrorism, and undermined U.S.
credibility worldwide. Media commentary is consistent with polling
data. In a State Department (INR) survey of editorials and op-ed
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pieces in 72 countries, 82.5 percent of these commentaries were
negative, and only 17.5 percent positive.

PERCEPTIONS OF PUBLIC DIPLOMACY IN CRISIS

Since the Defense Science Board’s October 2001 study on
managed information dissemination, more than 15 private sector and
congressional reports have examined public diplomacy. There is
consensus in these reports that U.S. public diplomacy is in crisis.
Missing are strong leadership, strategic direction, adequate
coordination, sufficient resources, and a culture of measurement and
evaluation. America’s image problem, many suggest, is linked to
perceptions of the United States as arrogant, hypocritical, and self-
indulgent.

For some, the case for strategic communication is not self-evident.
“Why can’t CNN, Fox, or CNBC do it?” Commercial media are
selective in ways that serve news and business interests first. And
few politicians, corporations, or advocacy groups are content to leave
their political campaigns, business objectives, and policy agendas to
improvisation or the media. The U.S. government needs a strategic
communication capability that is planned and directed in the nation’s
interests.

TERRORISM AS A NATIONAL SECURITY FRAME

The events of September 11, 2001, were a catalyst in creating a
new way to think about national security. Terrorism replaced the
cold war as a national security meta narrative. Yet, as during the cold
war the world faces many complex issues and problems: failing
states, nonproliferation, the HIV/ AIDS pandemic, and economic
globalization. Strategic communication must be capable of
addressing all of these issues. The war on terrorism frame also
obscures what the Muslim world sees as a history-shaking movement
of Islamic restoration.

VOLATILE ISLAM

Islam’s internal and external struggle is over values, identity, and
change. Analysts differ on the causes and consequences of the
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struggle. But there is widespread agreement that Islamic terrorist
networks are symptomatic of a broader transformation within Islam
and a continuation of the 20th-century conflict between tolerance and
totalitarianism. Islam’s crisis must be understood as a contest of ideas
and engaged accordingly. Islam’s struggle raises key issues for
strategic communication that include the following:

= The contest of ideas is taking place not just in Arab
and other Islamic countries but in the cities and
villages of Europe, Asia, Africa, and the Western
Hemisphere.

® More sophisticated influence and attitude
segmentation models are needed.

= Strategists face difficult trade-offs in determining
which option will be most effective.
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Communications in Crisis

Defense Visual Information
Photographer: GYSGT
Matthew M. Smith, USMC

An entire generation of children has been influenced — through
pictures, media, families, friends, and even political leaders — by
attitudes that are antithetical to U.S. values. Today’s youth are not
immune to the rise in anti-American attitudes and the anti-American
messages that result. It will take decades to overcome these
influences, which as the next few pages explain, are becoming
stronger, not weaker.
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Arab Attitudes Toward the United States

COUNTRY (Favﬁiilltn%gg?able) (FavoJrgnll\tle/FDnzfg\?(iable)
Morocco 38/61 11/88

Saudi Arabia 12/87 4/94
Jordan 34/61 15/78
Lebanon 26/70 20/69

UAE 11/87 14/73

Egypt 15/76 2/98

Source: Impressions of America 2004: How Arabs View America, How Arabs Learn about America, a six nation
survey conducted by Zogby International, July 2004
Note: Data show the percentage of individuals polled.

Arab Attitudes Toward U.S. Values, Products, and Policies

MOROCCO | SAUDI ARABIA JORDAN LEBANON UAE

(Fav/Unfav) (Fav/Unfav) (Fav/Unfav) | (Fav/Unfav) | (Fav/Unfav)
Science/Technology 90/8 48/51 83/13 52/46 84/12
Freedom/Democracy 53/41 39/60 57/40 41/56 39/53
People 59/29 28/64 52/39 39/58 46/35
Movies/TV 60/37 35/60 56/41 30/66 54/43
Products 73/24 37/59 61/35 39/57 63/34
Education 61/16 12/74 59/29 38/54 63/23
Policy toward Arabs 4/90 4/85 8/89 5/86 7187
ii:'eiyt.tn?fnas' ds 3/93 3/95 7/89 4190 5/90
Policy on Terrorism 13/82 2/96 21/75 10/84 9/84
Iraq Policy 1/98 1/97 2/78 4/93 4/91

Source: Impressions of America 2004: How Arabs View America, How Arabs Learn about America, a six nation
survey conducted by Zogby International, July 2004
Note: Data show the percentage of individuals polled.
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The United States should not underestimate the magnitude of the
problem it faces. A June 2004 Zogby poll of Arab opinion shows that
support for the United States is miniscule. The first of the two charts
above shows, moreover, a significant and continuing deterioration of
support for the United States, as compared to already low levels of
support in 2002. Muslims broadly, not simply Arabs, see American
policies as inimical, American rhetoric about freedom and democracy
as hypocritical, and American actions as deeply threatening. Clearly,
the bottom chart shows that while Arabs do not necessarily hate U.S.
values, they hate U.S. policies.

But the bottom chart also suggests an even more worrisome
dimension in terms of negative attitudes. A 2002 poll —asking the
same questions —showed even more favorable attitudes toward U.S.
culture and its values two years ago. Thus it seems that in two years
the Jihadi message —which strongly attacks American values as well
as its policies —is appealing to more moderate and nonviolent
Muslims. This in turn implies that negative opinion of the United
States has not yet bottomed out, but is in fact continuing to worsen
dynamically. Here, however, the negative movement is now
qualitative rather than quantitative, meaning that regular Muslims
are moving from “soft opposition” toward “hard opposition.” In
Saudi Arabia, for example, a large majority believes that the United
States seeks to “weaken” and “dominate” Islam itself —in other
words, Americans have become the enemy. It is noteworthy that
opinion is at its hardest against America in precisely those places
ruled by (what Muslims call) “apostates” and tyrants — the tyrants we
support. This should give us pause.
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Changes in the Information Environment

* Global transparency, information characteristics

- Inexpensive technologies: cell phones, wireless handhelds, Web,
videophones, camcorders, digital cameras, lightweight fly-away
packages, email, blogs, high resolution commercial space imaging

- Impact on key stakeholders—governments, media, and publics

» Paradox of plenty
- Information saturation means attention is a scarce resource; credibility
matters
- Power flows to the credible; asymmetric credibility is a power resource

- 50 years ago political struggles were about scarce information, today
about the creation and destruction of credibility

GLOBAL TRANSPARENCY

Al Jazeera, CNN, and other television networks dominate
discussion of the information and media environment. But a host of
information technologies —in addition to satellite TV — are creating
greater global transparency: cellphones, wireless handhelds,
videophones, camcorders, digital cameras, miniaturized fly away
units used by TV crews in remote locations, high-resolution
commercial space imaging, blogs, and e-mail. Many are cheap; costs
are declining.

These technologies have consequences for all three stakeholders in
strategic communication: governments, media, and publics. Policy
makers, diplomats, and military leaders face more breaking news
from more places in a reactive mode. Journalists rely less on
“institutionally based news” — official sources and press conferences.
Publics —NGOs, image activists, soldiers with digital cameras —can
drive perceptions and policies with pictures and stories.
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STRATEGIC COMMUNICATION

Transparency creates threats and opportunities —and changes in
the strategy-tactics dynamic. Tactical events can instantly become
strategic problems (digital cameras in Abu Ghraib). On the other
hand, transparency can show strategic threats more clearly and
enhance the capacity to undercut an opponent’s political will and
ability to mislead (embedded media in Iraq).

Transparency is only one element in a global environment
characterized also by faster rates of change, shorter reaction times,
asymmetry, interconnectivity, decentralization, disintermediation,
declining communication costs, content-transport disconnects,
multiple channels, more narrowcasting, Internet penetration at rates
exceeding earlier technologies, greater volumes of information in less
time, pervasive feelings of saturation, short news and memory cycles,
digital divides, and interactive tensions between fragmenting
consequences of conflict and integrative effects of cooperation.

PARADOX OF PLENTY

Information saturation means saturation of attention, not
information, which can become a scarce resource. Power flows to
credible messengers. Credibility matters. What's around information
is critical. Reputations count. Brands are important. Editors, filters,
and cue givers are influential. Fifty years ago political struggles were
about the ability to control and transmit scarce information. Today,
political struggles are about the creation and destruction of
credibility.
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Post 9/11 Tactical Achievements

e Promising early initiatives (Afghanistan)
- Coalition Information Centers (CIC)—Washington/London/Islamabad
- State’s 24/7 public diplomacy coordination group
- DOD gives high priority to strategic communication planning and use
- NSC’s Counter Terrorism Information Policy Coordination Committee (PCC)

e Tactical message coordination (Office of Global Communications
[OGC]), personal messaging by leaders
« U.S. broadcasting, Radio Sawa, Al Hurra

- Supporters cite market share, space in dominant media, U.S. voice in Arab world

- Critics question Sawa’s music format, Al Hurra’s limitation as state-owned network

- Broadcasting Board of Governors (BBG) lacks strong investment in Internet-based
broadcasting

« Embedded media, acclaimed by government and media

e Early post 9/11 initiatives not sustained, personal communication by
leaders not matched with effort to build tools and institutions

PROMISING EARLY INITIATIVES (AFGHANISTAN)

Strategic communication was a high priority in the months
immediately after September 11, 2001. Public statements by U.S.
political leaders made clear that war on terrorists with global reach
was not a war against Islam. Messages were tailored to global
audiences as well as audiences at home. America’s political leaders,
diplomats, and military leaders understood that a counterterrorism
strategy could not succeed without effective, coordinated strategic
communication.

National security agencies initiated networks and crisis response
teams. The White House created a Coalition Information Centers
(CICs) network linking Washington, London, and Islamabad. The
CICs deployed language-qualified public affairs experts to respond to
breaking news, Taliban and al Qaeda claims, and regional events.
They did so within news cycles —not hours and days later during
business hours in Western capitals.
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STRATEGIC COMMUNICATION

In October 2001, the State Department established an
unprecedented 24 hour-a-day, 7 day-a-week public diplomacy
coordination group in its operations center with links to the White
House, Defense Department, U.S. embassies, and U.S. combatant
commands. The NSC created the Counter Terrorism Information
Strategy Policy Coordinating Committee. The Defense Department
gave high priority to strategic communications planning. White
House officials, cabinet secretaries, and military leaders appeared
regularly on Al Jazeera and other global media outlets. Shaping the
message personally became part of the daily routine of America’s top
political and military leaders.

TACTICAL COMMUNICATION

The president, the national security advisor, the secretaries of
defense and state, the chairman of the Joint Chiefs of Staff, and other
senior military commanders continue to devote extraordinary
amounts of personal time to advocating policies and shaping
perceptions at home and abroad.

U.S. INTERNATIONAL BROADCASTING

U.S. government broadcasting in the Middle East is changing —
driven by events in the region, narrowcasting tendencies in mass-
audience broadcasting, congressional pressures, policies of the
Broadcasting Board of Governors (BBG), and a BBG marketing
strategy that draws on research and empha